APPENDICES

A APPENDIX A: NASCOMMUNICATION HIERARCHICAL DIAGRAMS. .....ccccviirirenereeee e A-1
B  APPENDIX B: FULL FUNCTIONAL HIERARCHY (OUTLINE DEPICTION)....ccecsiireerierieerieninnens B-1
C  APPENDIX C: PHYSICAL ARCHITECTURE .....cccct ittt st s C-1
D APPENDIX D: SAFETY HAZARD ANALYSISWORKSHEETS......cccootrrrieeneieeseeee e D-1
D.1 OVERVIEW ...ttt e ettt st at et e bttt sateeae e s he e sae e ee 2 e e eae e eae 2 ea e 2 b a2 abeea b e Saeeeh e e AR e e eEe e e e e an e eaeeeaeebeenbeenreennesrnasanas D-1
D.2 HAZARD ANALY SISVWORKSHEETS .....teeteeteeeeseesseesseesseesesssesssesseesseessesssessssssssssssssesssesssesnsesssesnsessnessessses D-5
D.3 NASATS - AIRCRAFT HAZARDS .....ctiiitiiieiit ettt ee sttt sre e s be e sre s sne s s ae e saeesbeenne e s e ennesnnesnnesneesneas D-6
D.4 NASATS-VEHICLE MESSAGE HAZARDS.........ciitiiiiiiieieniee ettt s sne e n e e s D-18
D.5 NASATSINTRAFACILITY MESSAGE HAZARDS. .....cciciiriiitisitstieiee ettt nnesne e D-32
D.6 NAS ATS FOREIGN ATSIMESSAGE......cuiitiitirtesteeteeietessessessessessesssesessessessessesseseesessessessesnessesseessensenses D-46
D.7 NASATS—NON-ATSOR NON-OAG MESSAGE ......ceeiuiruieriieiiiesieesiresie et sseesseesieesiessiesssesesssessseessesssesnes D-51
D.8 AIRCRAFT TO AIRCRAFT MESSAGE ......cvitiiiiiiiiiiniic sttt D-53
E  APPENDIX E: SECURITY CATEGORIZATION ..ottt E-1
F APPENDIX F: THREAT ANALY SIS . ittt sttt sttt F-7
G APPENDIX G: ACRONYMS ...ttt st st be ettt et sttt sttt sttt e st G-1
H  APPENDIX H: REFERENGCES.........cootitrtiirireees ettt sttt H-1
I APPENDIX |: SSTF MEMBERS, ORGANIZATION, AND CONTACT INFORMATION........ccccouue. -3
APPENDICESTABLES
Table C-1: NAS Communication System Physical Architecture COMPONENES...........cccvverveiereseseseeeeieeriesnens C-1
TableD-1: NAS Communication SHA Table Cross REFENENCE. ........cccoviireirenesiseese e D-3
Table D-2: NASATS - Aircraft Hazards Due to the NAS Communication SyStem .........ccccevvveveeieereerennnnens D-6
Table D-3: NASATS - Vehicles Hazards Due to the NAS Communication System .........cccvevvvveeeereeneniens D-18
Table D-4: NAS Intrafacility Hazards Due to the NAS Communication SyStem .......ccccevvvieveseneeeeieneeneens D-33
Table D-5: NAS Interfacility Hazards Due to the NAS Communication SyStem ..........coeevererrerenieerieneenns D-35
Table D-6: NAS ATS to Other Government Agency Hazards Due to the NAS Communication System....... D-42
Table D-7: NAS ATS-Foreign ATS Hazards Due to the NAS Communication System ..........ccceeeeeeeienennenn D-46
Table D-8: NASATS—Non-ATS or Non-OAG Hazards Due to the NAS Communication System.............. D-51
Table D-9: Aircraft to Aircraft Message Hazards Due to the NAS Communication System..........c.ccceeeeeene D-53
Table E-1: Security Categorization for the Existing NAS Communication SyStem.........cccccceeeveieeeeieereeseennn. E-2



Figure A-1:
Figure A-2:
Figure A-3:
Figure A-4.
Figure A-5:
Figure A-6:
Figure A-7:
Figure A-8:
Figure A-9:

Figure A-10:
Figure A-11:
Figure A-12:
Figure A-13:
Figure A-14:
Figure A-15:
Figure A-16:
Figure A-17:
Figure A-18:
Figure A-19:
Figure A-20:
Figure A-21:
Figure A-22:
Figure A-23:
Figure A-24:
Figure A-25:
Figure A-26:
Figure A-27:
Figure A-28:
Figure A-29:
Figure A-30:
Figure A-31:
Figure A-32:
Figure A-33:
Figure A-34:

APPENDICES FIGURES

NAS Communication System High LEVEL ........c.couioiie et A-1
Decomposition of C.1.1: Use Communication System (Transceive MeSSage) ........ccveeeeereerveinens A-2
Decomposition of C.1.1.1.1: Transceive Fixed to Airborne Mobile Message............cevvevevreivennns A-2
Decomposition of C.1.1.1.2: Transceive Fixed to On-Ground Mobile Message...........ccccevvriernns A-3
Decomposition of C.1.1.3.1: Transceive Airborne Mobile to Fixed Message.........cccovevvevvereernrnnns A-3
Decomposition of C.1.1.2.2: Transceive On-Ground Mobileto Fixed Message........cc.ceveververnns A-4
Decomposition of C.1.1.3.1: Transceive Internal NAS ATS MESSAE .....c.cvveveeriinieinenieese e A-4
Decomposition of C.1.1.3.2: Transceive External NAS ATS MESSAZE....c.covveierenieiinenieesie e A-5
Decomposition of C.1.1.4.1: Transceive Airborne Mobile to Airborne Mobile Message.............. A-5

Decomposition of C.1.1.4.2: Transceive Airborne Mobile to On-ground Maobile Message....... A-6
Decomposition of C.1.1.4.3: Transceive On-ground Mobile to Airborne Maobile Message....... A-6
Decomposition of C.1.1.4.4: Transceive On-ground Mobile to On-ground Mobile Message ... A-7

Generic Decomposition of C.1.1.X.X.X.1: VOICE MESSAGE.......ccevvirririeeeeierieie et A-7
Generic Decomposition of C.1.1.x.x.X.1.1: Initiate VOICE MESSAGE ......ccovevverveirecrecieerieiesreies A-8
Generic Decomposition of C.1.1.x.x.x.1.2: Process Voice Message for Sending..........c.ccoeu..... A-8
Generic Decomposition of C.1.1.x.X.X.1.3; Send VOICe MESSAGE........ccververrrrererrerineerieseeneens A-9
Generic Decomposition of C.1.1.x.x.x.1.4: Process Received Voice MeSsage..........cevvervenennn. A-9
Generic Decomposition of C.1.1.x.x.X.1.5: Deliver VOice MESSagE. ........cervrerverereeriiieerieeenns A-9
Generic Decomposition of C.1.1.X.X.X.2: DataMESSA0E.........cerveueririeirierieenie e A-10
Generic Decomposition of C.1.1.x.x.X.2.1: Initiate Data MESSAgE ........ccerveerereeirerieisienienens A-10
Generic Decomposition of C.1.1.x.x.x.2.2: Process Data Message for Sending ........cccccc...... A-11
Generic Decomposition of C.1.1.x.x.x.2.3: Send Data MeSSage. ........cccevuereereriesierenieeieneeens A-11
Generic Decomposition of C.1.1.x.x.x.2.4: Process Received Data Message..........cccceeueneenee. A-11
Generic Decomposition of C.1.1.x.x.X.2.5: Deliver Data MeSsage.........c.cccvvvvereeieeveeireenneanns A-12
Generic Decomposition of C.1.1.x.X.X.X.X.X: Provide Failure Processing ...........cccccveeevvennenne. A-12
List of Failure Detection SUD-FUNCLIONS ........ccoiiiirieieeee et e A-12
Decomposition of C.1.2 Operate CommuNiCation SYSEEM..........ccevrerreneree e A-13
Decomposition of C.1.2.1: Monitor CommuniCation SYStEM ........ccceveeeererievenieseseeeeseese e A-13
Decomposition of C.1.2.2: Maintain Communication SySteM..........cceeeverieveniesiesesreeseereseens A-14
Decomposition of C.1.2.2.1: Perform Preventative MaintenancCe...........c.ccoeeevererenenenesenene A-14
Functional Decomposition of C.1.2.2.2: Perform Corrective Maintenance............ccocevererens A-15
Functional Decomposition of C.1.2.3: Configure Communication System..........c.ccecevererene A-16
Functional Decomposition of C.1.2.3.2: Configure Communication Path............c.ccocceviienee A-17
Functional Decomposition of C.1.2.3.3: Configure SECUILY .........cuceriereriereneseneree e A-17



A Appendix A: NAS Communication Hierarchical Diagrams

Appendix A contains the functional analysis of the NAS Communication System presented as a
series of figures. The functional analysis was used to structure both the safety and security
anayses. The “C” preceding al of the numerical functional levels is used to represent
“communication” — shorthand for the NAS Communication System.
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Figure A-2:  Decomposition of C.1.1: Use Communication System (Transceive M essage)
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Figure A-4: Decomposition of C.1.1.1.2: Transceive Fixed to On-Ground M obile M essage
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Figure A-5: Decomposition of C.1.1.3.1: Transceive Airborne Mobile to Fixed M essage




Figure A-6: Decomposition of C.1.1.2.2: Transceive On-Ground M obileto Fixed M essage

Figure A-7: Decomposition of C.1.1.3.1: Transceive Internal NAS ATS Message



Figure A-8: Decomposition of C.1.1.3.2: Transceive External NASATS M essage
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Figure A-9: Decomposition of C.1.1.4.1: Transceive Airborne Mobileto Airborne Mobile
M essage
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Figure A-10: Decomposition of C.1.1.4.2: Transceive Airborne Mobileto On-ground Mobile
M essage
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Figure A-11: Decomposition of C.1.1.4.3: Transceive On-ground Mobileto Airborne Mobile
M essage
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Figure A-14: Generic Decomposition of C.1.1.x.x.x.1.1: Initiate Voice M essage

C.1.1.x.x.x.1.2 Process
Voice Message for
Sending

Figure A-15. Generic Decomposition of C.1.1.x.x.Xx.1.2: Process Voice Message for Sending

A-8



C.1.1.x.x.x.1.3 Send
Voice Message

|
s
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Figure A-20: Generic Decomposition of C.1.1.x.x.x.2.1: Initiate Data M essage

C.11x.x.x.2.2
Process Data Message
for Sending

T T T T

A-10




Figure A-21: Generic Decomposition of C.1.1.x.x.x.2.2: Process Data M essage for Sending
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Figure A-24: Generic Decomposition of C.1.1.x.x.x.2.5: Deliver Data M essage

Figure A-25. Generic Decomposition of C.1.1.x.x.X.X.X.X: Provide Failure Processing
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Figure A-26: List of Failure Detection Sub-Functions
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Figure A-28: Decomposition of C.1.2.1: Monitor Communication System
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Figure A-29: Decomposition of C.1.2.2: Maintain Communication System

Figure A-30: Decomposition of C.1.2.2.1: Perform Preventative M aintenance
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Figure A-31: Functional Decomposition of C.1.2.2.2: Perform Corrective Maintenance

A-15



Cc.1.23
Configure
Communication
System

These are the

parameters that are not
done in communication
path or security

Figure A-32: Functional Decomposition of C.1.2.3: Configure Communication System
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Figure A-33: Functional Decomposition of C.1.2.3.2: Configure Communication Path

Figure A-34: Functional Decomposition of C.1.2.3.3: Configure Security
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B Appendix B: Full Functional Hierarchy (Outline Depiction)

Appendix B presents the same material asin Appendix A, but presentsit in ahierarchical
outline style. Since many of the low level functions are common to many functions, they are
shown inInsert A and Insert B below, and then included for the first voice function
(C.1.1.1.1.1.1 Transceive ATS to Airborne Aircraft Voice Message) and the first data
function (C.1.1.1.1.1.1 Transceive ATS to Airborne Aircraft VVoice Message) and just
referenced thereafter. The functional analysis was used to structure both the safety and
security analyses. The“C” preceding al of the numerical functional levelsis used to
represent “communication” — shorthand for the NAS Communication System.

Insert A: Generic Voice Message Functions
C.1.1.x.x.x.1.1 Initiate VVoice Message
C.1.1.x.x.x.1.1.1 Access Communication System
C.1.1.x.x.x.1.1.2 Authenticate M essage Source
C.1.1.x.x.x.1.1.3 Indicate Message Source
C.1.1.x.x.x.1.1.4 Provide Message
C.1.1.x.x.x.1.1.5 Indicate Recipient
C.1.1.x.x.x.1.1.6 Provide Failure Processing
C.1.1.x.x.1.1.6.1 Detect Failure
C.1.1.x.x.1.1.6.2 Determine Correction
C.1.1.x.x.1.1.6.3 Determine Indication
C.1.1.x.x.1.1.6.4 Archive Information
C.1.1.x.x.x.1.2 Process Voice Message for Sending
C.1.1.x.x.x.1.2.1 Provide Failure Processing
C.1.1.x.x.x.1.2.1.1 Detect Failure
C.1.1.x.x.x.1.2.1.2 Determine Correction
C.1.1.x.x.x.1.2.1.3 Determine Indication
C.1.1.x.x.x.1.2.1.4 Archive Information
C.1.1.x.x.x.1.3 Send Voice Message
C.1.1.x.x.x.1.3.1 Apply Routing
C.1.1.x.x.x.1.3.2 Transmit Message
C.1.1.x.x.x.1.3.3 Transport Message
C.1.1.x.x.x.1.3.4 Receive Message
C.1.1.x.x.x.1.3.5 Provide Failure Processing
C.1.1.x.x.x.1.3.5.1 Detect Failure
C.1.1.x.x.x.1.3.5.2 Determine Correction
C.1.1.x.x.x.1.3.5.3 Determine Indication
C.1.1.x.x.x.1.3.5.4 Archive Information
C.1.1.x.x.x.1.4 Process Received Voice Message
C.1.1.x.x.x.1.4.1 Provide Failure Processing
C.1.1.x.x.x.1.4.1.1 Detect Failure
C.1.1.x.x.x.1.4.1.2 Determine Correction
C.1.1.x.x.x.1.4.1.3 Determine Indication
C.1.1.x.x.x.1.4.1.4 Archive Information
C.1.1.x.x.x.1.5 Deliver Voice Message
C.1.1.x.x.x.1.5.1 Access Communication System
C.1.1.x.x.x.1.5.2 Authenticate M essage Source
C.1.1.x.x.x.1.5.3 Provide Message Source
C.1.1.x.x.x.1.5.4 Indicate Incoming Message
C.1.1.x.x.x.1.5.5 Present Message
C.1.1.x.x.x.1.5.6 Provide Failure Processing
C.1.1.x.x.x.1.5.6.1 Detect Failure
C.1.1.x.x.x.1.5.6.2 Determine Correction
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C.1.1.x.x.Xx.1.5.6.3 Determine Indication
C.1.1.x.x.x.1.5.6.4 Archive Information

Insert B: Generic Data M essage Functions
C.1.1.x.x.x.2.1 Initiate Data Message
C.1.1.x.x.x.2.1.1 Access Communication System
C.1.1.x.x.x.2.1.2 Authenticate M essage source
C.1.1.x.x.x.2.1.3 Provide Message
C.1.1.x.x.x.2.1.4 Indicate Recipient
C.1.1.x.x.x.2.1.5 Timestamp Message
C.1.1.x.x.x.2.1.6 Specify Routing Reguirements
C.1.1.x.x.x.2.1.7 Indicate Sender
C.1.1.x.x.x.2.1.8 Provide Failure Processing
C.1.1.x.x.x.2.1.8.1 Detect Failure
C.1.1.x.x.x.2.1.8.2 Determine Correction
C.1.1.x.x.x.2.1.8.3 Determine Indication
C.1.1.x.x.x.2.1.8.4 Archive Information
C.1.1.x.x.x.2.2 Process Data Message for Sending
C.1.1.x.x.x.2.2.1 Encode Message
C.1.1.x.x.x.2.2.2 Packetize Message
C.1.1.x.x.x.2.2.3 Compress Message
C.1.1.x.x.x.2.2.4 Add Checksum
C.1.1.x.x.x.2.2.5 Provide Failure Processing
C.1.1.x.x.x.2.2.5.1 Detect Failure
C.1.1.x.x.x.2.2.5.2 Determine Correction
C.1.1.x.x.X.2.2.5.3 Determine Indication
C.1.1.x.x.x.2.2.5.4 Archive Information
C.1.1.x.x.x.2.3 Send Data Message
C.1.1.x.x.x.2.3.1 Apply Routing
C.1.1.x.x.x.2.3.2 Transmit Message
C.1.1.x.x.x.2.3.3 Transport Message
C.1.1.x.x.x.2.3.4 Receive Message
C.1.1.x.x.x.2.3.5 Provide Failure Processing
C.1.1.x.x.x.2.3.5.1 Detect Failure
C.1.1.x.x.x.2.3.5.2 Determine Correction
C.1.1.x.x.X.2.3.5.3 Determine Indication
C.1.1.x.x.x.2.3.5.4 Archive Information
C.1.1.x.x.Xx.X.2.4 Process Received Data Message
C.1.1.x.x.x.2.4.1 Timestamp Message
C.1.1.x.x.x.2.4.2 Decode Message
C.1.1.x.x.x.2.4.3 Reconstitute Packetized Message
C.1.1.x.x.x.2.4.4 Decompress Message
C.1.1.x.x.x.2.4.5 Confirm Checksum
C.1.1.x.x.X.2.4.6 Provide Failure Processing
C.1.1.x.x.x.2.4.6.1 Detect Failure
C.1.1.x.x.x.2.4.6.2 Determine Correction
C.1.1.x.x.X.2.4.6.3 Determine Indication
C.1.1.x.x.x.2.4.6.4 Archive Information
C.1.1.x.x.x.2.5 Deliver Data Message
C.1.1.x.x.x.2.5.1 Access Communication System
C.1.1.x.x.x.2.5.2 Authenticate M essage Source
C.1.1.x.x.x.2.5.3 Provide Message Source
C.1.1.x.x.x.2.5.4 Indicate Incoming Message
C.1.1.x.x.Xx.2.5.5 Present Message
C.1.1.x.x.x.2.5.6 Provide Failure Processing
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C.1.1.x.x.X.2.5.6.1 Detect Failure
C.1.1.x.x.x.2.5.6.2 Determine Correction
C.1.1.x.x.x.2.5.6.3 Determine Indication
C.1.1.x.x.x.2.5.6.4 Archive Information

NAS Communication System Hierarchical Function Listing
C.1 Provide NAS ATC Communications
C.1.1 Use Communication System (Transceive Message)
C.1.1.1 Transceive Fixed to Mobile Message
C.1.1.1.1 Transceive Fixed to Airborne Mobile Message
C.1.1.1.1.1 Transceive ATSto Airborne Aircraft Message
C.1.1.1.1.1.1 Transceive ATSto Airborne Aircraft VVoice Message
C.1.1.1.1.1.1.1 Initiate Voice Message
C.1.1.1.1.1.1.1.1 Access Communication System
C.1.1.1.1.1.1.1.2 Authenticate Message Source
C.1.1.1.1.1.1.1.3 Indicate Message Source
C.1.1.1.1.1.1.1.4 Provide Message
C.1.1.1.1.1.1.1.5 Indicate Recipient
C.1.1.1.1.1.1.1.6 Provide Failure Processing
C.1.1.1.1.1.1.1.6.1 Detect Failure
C.1.1.1.1.1.1.1.6.2 Determine Correction
C.1.1.1.1.1.1.1.6.3 Determine Indication
C.1.1.1.1.1.1.1.6.4 Archive Information
C.1.1.1.1.1.1.2 Process Voice Message for Sending
C.1.1.1.1.1.1.2.1 Provide Failure Processing
C.1.1.1.1.1.1.2.1.1 Detect Failure
C.1.1.1.1.1.1.2.1.2 Determine Correction
C.1.1.1.1.1.1.2.1.3 Determine Indication
C.1.1.1.1.1.1.2.1.4 Archive Information
C.1.1.1.1.1.1.3 Send Voice Message
C.1.1.1.1.1.1.3.1 Apply Routing
C.1.1.1.1.1.1.3.2 Transmit Message
C.1.1.1.1.1.1.3.3 Transport Message
C.1.1.1.1.1.1.3.4 Receive Message
C.1.1.1.1.1.1.3.5 Provide Failure Processing
C.1.1.1.1.1.1.3.5.1 Detect Failure
C.1.1.1.1.1.1.3.5.2 Determine Correction
C.1.1.1.1.1.1.3.5.3 Determine Indication
C.1.1.1.1.1.1.3.5.4 Archive Information
C.1.1.1.1.1.1.4 Process Received Voice Message
C.1.1.1.1.1.1.4.1 Provide Failure Processing
C.1.1.1.1.1.1.4.1.1 Detect Failure
C.1.1.1.1.1.1.4.1.2 Determine Correction
C.1.1.1.1.1.1.4.1.3 Determine Indication
C.1.1.1.1.1.1.4.1.4 Archive Information
C.1.1.1.1.1.1.5 Deliver Voice Message
C.1.1.1.1.1.1.5.1 Access Communication System
C.1.1.1.1.1.1.5.2 Authenticate Message Source
C.1.1.1.1.1.1.5.3 Provide Message Source
C.1.1.1.1.1.1.5.4 Indicate Incoming Message
C.1.1.1.1.1.1.5.5 Present Message
C.1.1.1.1.1.1.5.6 Provide Failure Processing
C.1.1.1.1.1.1.5.6.1 Detect Failure
C.1.1.1.1.1.1.5.6.2 Determine Correction
C.1.1.1.1.1.1.5.6.3 Determine Indication
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C.1.1.1.1.1.1.5.6.4 Archive Information
C.1.1.1.1.1.2 Transceive ATSto Airborne Aircraft Data Message
C.1.1.1.1.1.2.1 Initiate Data Message
C.1.1.1.1.1.2.1.1 Access Communication System
C.1.1.1.1.1.2.1.2 Authenticate M essage source
C.1.1.1.1.1.2.1.3 Provide Message
C.1.1.1.1.1.2.1.4 Indicate Recipient
C.1.1.1.1.1.2.1.5 Timestamp Message
C.1.1.1.1.1.2.1.6 Specify Routing Requirements
C.1.1.1.1.1.2.1.7 Indicate Sender
C.1.1.1.1.1.2.1.8 Provide Failure Processing
C.1.1.1.1.1.2.1.8.1 Detect Failure
C.1.1.1.1.1.2.1.8.2 Determine Correction
C.1.1.1.1.1.2.1.8.3 Determine Indication
C.1.1.1.1.1.2.1.8.4 Archive Information
C.1.1.1.1.1.2.2 Process Data Message for Sending
C.1.1.1.1.1.2.2.1 Encode Message
C.1.1.1.1.1.2.2.2 Packetize Message
C.1.1.1.1.1.2.2.3 Compress Message
C.1.1.1.1.1.2.2.4 Add Checksum
C.1.1.1.1.1.2.2.5 Provide Failure Processing
C.1.1.1.1.1.2.2.5.1 Detect Failure
C.1.1.1.1.1.2.2.5.2 Determine Correction
C.1.1.1.1.1.2.2.5.3 Determine Indication
C.1.1.1.1.1.2.2.5.4 Archive Information
C.1.1.1.1.1.2.3 Send Data Message
C.1.1.1.1.1.2.3.1 Apply Routing
C.1.1.1.1.1.2.3.2 Transmit Message
C.1.1.1.1.1.2.3.3 Transport Message
C.1.1.1.1.1.2.3.4 Receive Message
C.1.1.1.1.1.2.3.5 Provide Failure Processing
C.1.1.1.1.1.2.3.5.1 Detect Failure
C.1.1.1.1.1.2.3.5.2 Determine Correction
C.1.1.1.1.1.2.3.5.3 Determine Indication
C.1.1.1.1.1.2.3.5.4 Archive Information
C.1.1.1.1.1.2.4 Process Received Data Message
C.1.1.1.1.1.2.4.1 Timestamp Message
C.1.1.1.1.1.2.4.2 Decode Message
C.1.1.1.1.1.2.4.3 Reconstitute Packetized Message
C.1.1.1.1.1.2.4.4 Decompress Message
C.1.1.1.1.1.2.4.5 Confirm Checksum
C.1.1.1.1.1.2.4.6 Provide Failure Processing
C.1.1.1.1.1.2.4.6.1 Detect Failure
C.1.1.1.1.1.2.4.6.2 Determine Correction
C.1.1.1.1.1.2.4.6.3 Determine Indication
C.1.1.1.1.1.2.4.6.4 Archive Information
C.1.1.1.1.1.2.5 Deliver Data Message
C.1.1.1.1.1.2.5.1 Access Communication System
C.1.1.1.1.1.2.5.2 Authenticate Message Source
C.1.1.1.1.1.2.5.3 Provide Message Source
C.1.1.1.1.1.2.5.4 Indicate Incoming Message
C.1.1.1.1.1.2.5.5 Present Message
C.1.1.1.1.1.2.5.6 Provide Failure Processing
C.1.1.1.1.1.2.5.6.1 Detect Failure
C.1.1.1.1.1.2.5.6.2 Determine Correction
C.1.1.1.1.1.2.5.6.3 Determine Indication
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C.1.1.1.1.1.2.5.6.4 Archive Information
C.1.1.1.2 Transceive Fixed to On-Ground Mobile Message
C.1.1.1.2.1Transceive ATS to On-Ground Aircraft Message
C.1.1.1.2.1.1 Transceive ATS to On-Ground Aircraft VV oice Message
Insert A
C.1.1.1.3.1.2 Transceive ATS to On-Ground Aircraft Data Message
Insert B
C.1.1.1.2.2 Transceive ATS to Vehicles Message
C.1.1.1.2.2.1 Transceive ATSto Vehicles Voice Message
Insert A
C.1.1.1.2.2.2 Transceive ATSto Vehicles Data Message
Insert B
C.1.1.2 Transceive Mobile to Fixed Message
C.1.1.2.1 Transceive Airborne Mobile to Fixed Message
C.1.1.2.1.1 Transceive Airborne Aircraft to ATS Message
C.1.1.2.1.1.1 Transceive Airborne Aircraft to ATS Voice Message
Insert A
C.1.1. 2.1.1.2 Transceive Airborne Aircraft to ATS Data M essage
Insert B
C.1.1.2.2 Transceive On-Ground Mobile to Fixed Message
C.1.1.2.2.1 Transceive On-Ground Aircraft to ATS Message
C.1.1.2.2.1.1 Transceive On-Ground Aircraft to ATS Voice Message
Insert A
C.1.1.2.2.1.2 Transceive On-Ground Aircraft to ATS Data Message
Insert B
C.1.1.2.2.2 Transceive Vehicleto ATS Message
C.1.1.2.2.2.1 Transceive Vehicleto ATS Voice Message
Insert A
C.1.1.2.2.2.2 Transceive Vehicleto ATS Data Message
Insert B
C.1.1.3 Transceive Fixed-Fixed Message
C.1.1.3.1 Transceive Internal NAS ATS Message
C.1.1.3.1.1 Transceive Internal NAS ATS Intrafacility Message
C.1.1.3.1.1.1 Transceive Internal NAS ATS Intrafacility Voice Message
Insert A
C.1.1.3.1.1.2 Transceive Internal NAS ATS Intrafacility Data Message
Insert B
C.1.1.3.1.2 Transceive Internal NAS ATS Interfacility Message
C.1.1.3.1.2.1 Transceive Internal NAS ATS Interfacility VVoice Message
Insert A
C.1.1.3.1.2.2 Transceive Internal NAS ATS Interfacility Data Message
Insert B
C.1.1.3.2 Transceive External NAS ATS Message
C.1.1.3.2.1 Transceive NAS ATS to OGA Message
C.1.1.3.2.1.1 Transceive NAS ATS to OGA Voice Message
Insert A
C.1.1.3.2.1.2 Transceive NAS ATS to OGA Data Message
Insert B
C.1.1.3.2.2 Transceive OGA to NAS ATS Message
C.1.1.3.2.2.1 Transceive OGA to NAS ATS Voice Message
Insert A
C.1.1.3.2.2.2 Transceive OGA to NAS ATS Data Message
Insert B
C.1.1.3.2.3 Transceive NAS ATSto Foreign ATS Message
C.1.1.3.2.3.1 Transceive NAS ATSto Foreign ATS Voice Message
Insert A
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C.1.1.3.2.3.2 Transceive NAS ATSto Foreign ATS Data Message
Insert B
C.1.1.3.2.4 Transceive Foreign ATSto NAS ATS Message
C.1.1.3.2.4.1 Transceive Foreign ATS to NAS ATS Voice Message
Insert A
C.1.1.3.2.4.2 Transceive Foreign ATS to NAS ATS Data Message
C.1.1.3.2.5 Transceive NAS ATS to non-NAS/OGA ATS Message
C.1.1.3.2.5.1 Transceive NAS ATS to non-NAS/OGA ATS Voice Message
Insert A
C.1.1.3.2.5.2 Transceive NAS ATS to non-NAS/OGA ATS Data Message
Insert B
C.1.1.3.2.6 Transceive non-NAS/OAG ATSto NAS ATS Message
C.1.1.3.2.6.1 Transceive non-NAS/OGA NAS ATS ATS Voice Message
Insert A
C.1.1.3.2.6.2 Transceive non-NAS/OGA NAS ATS ATS Data Message
Insert B
C.1.1.4 Transceive Mobile-Mobile Message
C.1.1.4.1 Transceive Airborne Mobile to Airborne Mobile Message
C.1.1.4.1.1 Transceive Airborne Aircraft to Airborne Aircraft Message
C.1.1.4.1.1.1 Transceive Airborne Aircraft to Airborne Aircraft V oice Message
Insert A
C.1.1.4.1.1.2 Transceive Airborne Aircraft to Airborne Aircraft Data M essage
Insert B
C.1.1.4.2 Transceive Airborne Mobile to On-ground Mobile Message
C.1.1.4.2.1 Transceive Airborne Aircraft to On-ground Aircraft Message
C.1.1.4.2.1.1 Transceive Airborne Aircraft to On-ground Aircraft Voice Message
Insert A
C.1.1.4.2.1.2 Transceive Airborne Aircraft to On-ground Aircraft Data Message
Insert B
C.1.1.4.2.2 Transceive Airborne Aircraft to Vehicles Message
C.1.1.4.2.2.1 Transceive Airborne Aircraft to Vehicles VVoice Message
Insert A
C.1.1.4.2.2.2 Transceive Airborne Aircraft to Vehicles Data Message
Insert B
C.1.1.4.3 Transceive On-ground Mobile to Airborne Mobile Message
C.1.1.4.3.1 Transceive On-Ground Aircraft to Airborne Aircraft Message
C.1.1.4.3.1.1 Transceive On-Ground Aircraft to Airborne Aircraft VVoice Message
Insert A
C.1.1.4.3.1.2 Transceive On-Ground Aircraft to Airborne Aircraft Data Message
Insert B
C.1.1.4.3.2 Transceive Vehicles to Airborne Aircraft Message
C.1.1.4.3.2.1 Transceive Vehicles to Airborne Aircraft VVoice Message
Insert A
C.1.1.4.3.2.2 Transceive Vehicles to Airborne Aircraft Data Message
Insert B
C.1.1.4.4 Transceive On-ground Mobile to On-ground Mobile Message
C.1.1.4.4.1 Transceive On-ground Aircraft to On-ground Aircraft Message
C.1.1.4.4.1.1 Transceive On-ground Aircraft to On-ground Aircraft VVoice Message
Insert A
C.1.1.4.4.1.2 Transceive On-ground Aircraft to On-ground Aircraft Data Message
Insert B
C.1.1.4.4.2 Transceive On-Ground Aircraft to Vehicle Message
C.1.1.4.4.2.1 Transceive On-Ground Aircraft to Vehicle Voice Message
Insert A
C.1.1.4.4.2.2 Transceive On-Ground Aircraft to Vehicle Data Message
Insert B
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C.1.1.4.4.3 Transceive Vehicle to On-ground Aircraft Message
C.1.1.4.4.3.1 Transceive Vehicle to On-ground Aircraft VVoice Message
Insert A
C.1.1.4.4.3.2 Transceive Vehicle to On-ground Aircraft Data Message
Insert B
C.1.1.4.4.4 Transceive Vehicle to Vehicle Message
C.1.1.4.4.4.1 Transceive Vehicle to Vehicle Voice Message
Insert A
C.1.1.4.4.4.2 Transceive Vehicle to Vehicle Data Message
Insert B
C.1.2 Operate Communication System
C.1.2.1 Monitor Communication System
C.1.2.1.1 Determine Status
C.1.2.1.2 Indicate Status
C.1.2.1.3 Verify Performance
C.1.2.2 Maintain Communication System
C.1.2.2.1 Perform Preventative Maintenance
C.1.2.2.1.1 Provide Logistics Support
C.1.2.2.1.2 Recognize Event
C.1.2.2.1.3 Determine Indication
C.1.2.2.1.4 Determine Correction
C.1.2.2.1.5 Archive Information
C.1.2.2.2 Perform Corrective Maintenance
C.1.2.2.2.1 Provide Logistics Support
C.1.2.2.2.2 Detect Anomaly
C.1.2.2.2.3 Determine Indication
C.1.2.2.2.4 Archive Information
C.1.2.3 Configure Communication System
C.1.2.3.1 Determine Capacity
C.1.2.3.2 Configure Communication Path
C.1.2.3.2.1 Determine Available Resources
C.1.2.3.2.2 Assign Resources
C.1.2.3.2.3 Disseminate Contact/Resource Information
C.1.2.3.3 Configure Security
C.1.2.3.3.1 Determine Security Situation
C.1.2.3.3.2 Apply Security Resources
C.1.2.3.3.3 Disseminate Security Information
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C Appendix C: Physical Architecture

This appendix describes components of the physical architecture of the NAS
communication system. The information is from the agency’s Currant Book, a
document mandated by FAA Orders 1830.6b1 and 4441.16. The latest version of the
Currant Book is for fiscal year 2003. The Currant Book and updated addendums are
obtainable viathe agency’ sintranet at:

http://tso.faa.gov/i ndex.cf m?fuseaction=Documents.main& liteGroup=T SO#Fuchsi a%20a
nd%20Currant%20Books

Voice communications is the primary means of communications among ATC facilities
and between an air traffic controller and a pilot. Voice switching provides the air traffic
controller both ground-ground Interfacility/Intrafacility and air-ground voice
communications connectivity. Legacy voice switches considered for this report are the
following:

e Voice Switching and Control System (ATRCC only),
e Enhanced Terminal Voice Switch,
¢ Integrated Communications Switching System Type 1, Type 2, and Type 3,

e Rapid Deployment Voice Switch Typel, Typell and TypellA, and
e Small Tower Voice Switch.

The components identified in Table C-1 were taken from the 2003 Currant Book. More
detail about each component is available online at the aforementioned link.

The third column of Table C-1 indicates whether the communications component was
considered applicable (inbounds) in the Safety Hazard Analysis and Security Threat
Analysis effort.

The FAA Telecommunications Infrastructure (FTI) program is the primary means for the
FAA to acquire telecommunications services through FY2017. The objective of the FTI
Program is to leverage commercia services capable of meeting the present and future
needs of programs requiring inter-facility telecommunications for the FAA.

The proposed telecommunications service environment will be designed to use modern,
highly reliable, consolidated network infrastructure, effectively incorporating multi-
service capabilities at the lowest possible cost. New and upgraded services will be added
as communications technology and FAA needs evolve. Once transition is completed, FTI
will provide approximately 30,000 telecommunications services to over 5,000 FAA and
non-FAA facilities.

Table C-1: NAS Communication System Physical Architecture Components

Name I Pur pose || Applicability ||

1 FAA Order 1830.6b istitled “ Telecommunications Asset Management” dated December 18, 2000.
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Name I Purpose || Applicability |
The purpose of the BWM isto provide advanced multi-service bandwidth
) management to the NA S telecommunications network. BWM consolidates
Bandwidth Manager (BWM) network services onto an integrated backbone network of nodes, connected Yes
with FAA-owned or leased links.
Data multiplexing is a technique that enables consolidation of a number of low-
speed, independent data transmission requirements into a single high-speed
communication link, typically using aleased voice-grade private circuit or
) . Radio Communications Link (RCL) channel. Using this technology, the DMN
DataMul t(llpz))ll\e/lxllvr:)g Network satisfies multiple data requirements with a minimum number of discrete Yes
circuits. Thisresultsin amore efficient use of bandwidth at lower cost. The
interfacility configuration of DMM also provides redundant transmission paths,
automatic switching where required, and integral monitoring of the
multiplexing equipment and circuits.
. o . RCL is an integrated voice and data microwave transmission system designed
Radio Communications Link to provide th:I%AA with cost-effective and reliable servicefo?i/ts high ca?)aci ty Yes
(RCL) NAS communications routes.
LDRCL isan integrated voice and data digital microwave transmission system
Low Density Radio designed to provide the FAA with cost-effective and reliable service for short-
Communications Link haul NAS communications routes. It can be deployed either as a point-to-point Yes
(LDRCL) system, a backbone system with spurs, or as ameans to gain access to the RCL
at a Drop and Insert Point (DIP) site.
TML transmits Bright Radar Indicator Tower Equipment (BRITE) or Digital
Television Microwave Link || Bright Radar Indicator Tower Equipment (DBRITE) radar display information No
(TML) from an Automated Radar Terminal System (ARTS) facility to satellite Air
Traffic Control Towers (ATCTS).
RML was the precursor to Radio Communications Link (RCL). It isan analog
microwave transmission system designed to connect Air Route Surveillance
Radar Microwave Link Radar (ARSR) sites with Air Route Traffic Control Centers (ARTCCs). Most Yes
(RML) RML sites were converted to RCL sites. However, there are some RML point-
to-point systems existing in the NAS, but they are at their lifecycle end and are
being studied for replacement.
LINCS provides operational telecommunication connectivity for critical
Lease Interfacility NAS aviation services. LINCS provides various industry-standard transmission
Communications System channel types between any specified end points. LINCS channels provide - to Yes
(LINCS) al FAA operational telecommunications - dedicated circuits that are for non-
routine use.
National Airspace Data NADIN I is a store-and-forward message-switched data network. It replaced
Interchange Network and combined the United States (U.S.)-operated portion of the Aeronautical
(NADIN) Message Fixed Telecommunication Network (AFTN) in conformance with International Yes
Processing Service (NADIN || Civil Aviation Organization (ICAO) requirements and the now-
1) (NADIN Message decommissioned Automated Data Interchange System Service B (ABDIS).
Switched Network (MSN))
National Airspace Data NADIN Il is part of the data-switching sub-element of the NAS
Interchange Network communications element. It currently provides high-speed data Yes
(NADIN 11) communications between other sub-systemsin the NAS.
Alaskan NAS Interfacility ANICSis an integrated voice and data transmission system of 51 dual-diversity
Communications System sites providing interfacility communications in the Alaskan Region. Thereis Yes
(ANICS) also an ANICS facility located at the Seattle ARTCC.
FAATSAT isaleased service that consolidates existing satellite services, as
well as future requirements, into asingle program. Satellite serviceis currently
FAA Telecommunications provided in the Contiguous United States (CONU.S.) for asignificant number Yes
Satellite (FAATSAT) of en route radar data circuits and air-ground voice circuits. FAATSAT aso
provides broadcast service in support of the FAA Bulk Weather
Telecommunications Gateway system.
DMSisthe principal long-haul record communications network within the
Defense Information System Network providing secure data transmission. The
purpose of the DM S s to handle command and control, operations, intelligence,
Defense Messaging System logistic, diplomatic, and admi nistrative datat_raﬁic. Thisserviceisat _FAA
(DM9) Hea_d_quarters, Radar Operations Centers, National Emergency Opgrailon§ Yes
Facility, ARTCCs, Center Radar Approach Centers (CERAPS), Air Traffic
Control System Command Center (ATCSCC), FAA Aeronautical Center or
Academy (ARCTR), FAA Technical Center, and the alternate headquarters
command and control facility.
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Name | Pur pose [ Applicability |
ADDA service provides administrative data capability to support FAA
Administrative Data switched data and Wide Area Network (WAN) requirements. The majority of No
(ADDA) ADDA services use the Public Switched Telecommunications Network
(PSTN); relatively few use WAN services.
Administrative Equipment ADSY provides voice communications, switching and call handling equipment No
Systems (ADSY) for administrative support at FAA facilities.
- ) . ADVO service provides the administrative voice capability (exchange service)
Administrative Voice to support the NAS. ADVO services are administered by regional Airway No
(ADVO) e :
Facilities Operations Branch personnel.
FTS provides government users with voice, data, and video services provided
by multiple carriers under multiple contracts managed by the General Services
Administration (GSA). MCI isthe FTS2001 vendor providing administrative
Federal Telecommunications || (and limited NAS) leased telecommunications services to the FAA. The No
Service (FTS) FTS2001 contract includes domestic and international voice and data services
such as Virtual Network service, caling card, prepaid cards, toll free service,
audio conferencing, video conferencing, private line, frame relay, ATM,
Internet and paging services.
FTI isthe primary means for the FAA to acquire telecommunications services Yeswith

Federal Telecommunications
Infrastructure (FTI)

through FY 2017.

exceptions (no
navigation or

surveillance)
CCCC's primary objective isto provide minimum essential command and
control communications capability during a national, regional or local
emergency. The CCCC supports the direction, management, operation, and No (only asa
Emergency Command & reconstitution of the NAS by FAA/ Department of Transportation (DOT)/DoD backuy to
Control Communications when normal Telco common carrier services are interrupted. The non- primar\)ry

System (CCCC)

emergency, day-to-day mission provides command and control
communications support during normal FAA operations. Such
communications may support maintenance, flight-check aircraft, crash site
investigation teams, civil aviation security, and other agencies.

communications)

Emergency Voice
Communications System
(EVCS)

EVCS meets National Security and Emergency Preparedness responsibilities
mandated by Presidential Order and interagency agreements. EV CS supports
FAA Headquarters, ATCSCC, and Regional Communications Control Centers
(RCCCs) functions for accident and incident reports, hijackings, airline crashes,
aviation security matters, military activities, natural disasters, etc.

No (only asa
backup to
primary
communications)

Miscellaneous &
Accounting Records

MISC service consists of telecommunications requirements that cannot be
categorized by any other service name or are temporarily assigned until a more

(ACCT): Accounting appropriate category can be determined or established. No
(MISC)
RCOM/C3 is mandated by avariety of national level documents, including
Executive Orders and National Security Decision Directives. The RCOM/C3
NAS Recover program was established to encompass all FAA emergency command and
Communications: yF AA control systems, and to consolidate the various FAA emergency command and No (only asa
Command and Control control development projects under one program. Emergency and control backup to
Communications communications systems are defined as those means of communications FAA primary

(RCOM/C3)

employs to direct management, operations, and reconstitution of the NASin
support of FAA, DOT, and DoD missions during national disasters or national
security emergencies when normal common carrier telephone circuits become
disrupted.

communications)

Emergency Command and
Control Communications
(C3)

C3 systems are defined as those means of communications that the FAA
employs to direct management, operations, and reconstitution of the NASin
support of FAA, DOT, and DOD missions during national disasters or national
security emergencies. The FAA maintains avariety of fixed-position, portable,
and transportable C3 communications systems for use in support of emergency
operations. Such C3 system includes: National Radio Communications System
(NARACS), High Freguency/Single Side Band (HF/SSB), Defense Messaging
System (DMS), Very High Frequency/Frequency Modulated (VHF/FM),
Secure Telephone Equipment (STE), Secure Facsimile, satellite telephone
network (AM SC), Automated Notification System (ANS), Secure
Conferencing System (SCS), and the Communications Support Teams (CST).

Note: Command and Control Communications (C3), was previously called
Recovery Communications (RCOM).

No (only asa
backup to
primary
communications)
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Name

Purpose

|[ Applicability

Interphone Service F (D)
(SVF)

Interphone Service F is a comprehensive, nationwide system of leased voice
networks which interconnect FAA, military, National Weather Service (NWS),
Coast Guard, and some nhon-government aviation facilities for the control and
management of aircraft flights. Service F network's primary purposeis the
expeditious transfer of flight information between positions and facilities
responsible for the safety of aircraft in flight. The network is employed by
controllers for communicating radar hand-offs between FAA facilities and
foreign country facilities that have abutting airspace.

Yes

Aeronautical Fixed Services
(AFS)

AFS provides voice and data communications between U.S.-controlled Flight
Information Regions (FIRs) and those adjacent FIRs controlled by other
countries. Data services to other ICAO regions are aso required to support
data on inter-regional and long haul flights. The voice and data
communications program is designed to support the U.S/FAA commitments to
international aviation. Thereisan international requirement for direct voice
and data communi cations between adjacent international FIRs. International
flight information centers and area control facilities need to communicate with
their adjacent counterparts to exchange real-time air traffic control messages.
Regional air navigation agreements may specify message form and retention
requirements. Facilities for communications between control centers serving
contiguous control areas include direct-voice communications to establish
instantaneous radar control transfer and for other purposes.

Yes

Aeronautical Fixed
Telecommunications
Network (AFTN)

AFTN isaworldwide network that supports the data communications
requirement of the international civil aviation community. Each country in the
network has an active communications center that relays aeronautical
information to and from the interconnecting AFTN centers. AFTN provides
interchange of flight plans and control messages, weather data, distress
messages, international Notice to Airmen (NOTAMs), and other operational

messages.

Yes

Aeronautical Mobile
communications Service
(AMCS)

AMCS provides air-ground communications between controllers and pilotsin
the oceanic domain. Air-ground communications are classified as the
Aeronautical Mobile (Route) Service (AM(R)S). ICAO en route High
Frequency (HF) Radio Telephony Networks have been implemented for
worldwide application of HF (AM(R)S) Major World Air Route Area
operations in support of international civil aviation en route communications
beyond the line-of-sight limitations of VHF. These networks handle the
defined, acceptable categories of traffic, including air traffic control,
meteorology, notices to airmen, and operational control. ARINC provides
AMCSin U.S. responsible airspace, under contract with the FAA. Long-range
HF radio facilities provide international oceanic voice communications service
from ARINC aeronautical stations located at New Y ork and San Francisco.
VHF radio stations are installed at selected shoreline locations to provide VHF
service as far as possible into the oceanic areas as a supplement to the HF
coverage.

Yes

Mejoras a Enlace deVoz
del ATS(MEVA)

MEVA isaprogram that provides modern voice and data circuit connectivity
for FAA ATC communications between the U.S. and ICAO member countries
of the Caribbean and Latin America Regions. Ground earth stations are
operational in 13 member countries. MEV A provides a mix of point-to-point
and demand-assigned multiple access voice and data circuits to support FAA
communications.

Yes
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Name

Purpose

|[ Applicability

Aeronautical
Telecommunications
Network (ATN)

The Aeronautical Telecommunications Network (ATN) is an evolving global
data Internet infrastructure developed by the ICAO. The ATN will be
comprised of an interconnection of computers with gateways or routers viareal
sub-networks. This allows the construction of a homogeneous virtual data
network in an environment of administrative and technical diversity. Given the
desire to interconnect an evolving and ever wider variety of aircraft and
ground-based computers to accomplish air traffic management, it is clear that
the civil aviation community needs a global data Internet. The ATN design
allows communications services for different user groups; i.e., ATS, Airline
Operational Control (AOC), Aeronautical Administration Communication
(AAC), and Aeronautical Passenger Communication (APC). The design
provides for the incorporation of different air-ground sub-networks and
different ground-ground sub-networks (e.g., AFS, AMCS), resulting in a
common data transfer service. These two aspects are the basis for
interoperability of the ATN and will provide areliable data transfer service for
all users. The design issuch that user communications services can be
introduced in an evolutionary manner. Trials of the ATN ground-based system
with Japan began in 2000. Subsequent ground-based systems will be integrated
with the CPDLC network. The ground-ground application, Automated
Message Handling System (AMHS), is adopted by the ICAO member states to
replace the existing AFTN that is currently being host by NADIN .

No

World Area Forecast System
(WAFS)

The FAA has agreed to provide funding to the NWS for the U.S.-responsible
telecommunications support of World Area Forecast System (WAFS) operated
on behalf of the Contracting States of the ICAO. The WAFS provides en route
forecasts of upper winds, upper-air temperatures, tropopause, and significant
weather in pictorial form (and for grid pointsin digital form), for use by aircraft
operators, flight crew members, ATS units, and other aeronautical users. The
U.S. responsibility includes distribution of forecast data generated by the
Washington World Area Forecast Center (WAFC) to nations located in
approximately two-thirds of the Earth's surface via satellite broadcast
employing two space segments: one providing distribution to the Caribbean,
North, Central, and South America, and the North and South Atlantic Oceans,
and the other to the Pacific Basin, the Far East, Southeast Asia, Australia, and
New Zealand. The U.K. has similar responsibilities for the world's other
nations in Europe, Africa, and the Indian Ocean region.

No
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D Appendix D: Safety Hazard Analysis Wor ksheets
D.1 Overview

For the NAS Communication System, fifteen safety hazards categories were identified::
e hazards dueto lack of availability of the NAS Communication System,
1. NAS Communication Capability Totally Unavailable— NASATS
failure,
2. NAS Communication Capability Partially Unavailable — NAS ATS
failure,
3. NAS Communication Capability Unavailable —-Non-NAS failure
e hazards dueto failures of the NAS Communication System,
4. NAS communication fails (e.g., aborts) with a given recipient for a
single message
5. NAS communication fails (e.g., aborts) with multiple recipients for a
single message per aircraft
e hazards due to mis-delivery of a message by the NAS Communication
System,
6. The recipient accepts a message affecting separation from aNASATS
that is not its control authority.
7. Therecipient accepts a message NOT affecting separation from aNAS
ATSthat isits control authority.
8. A message affecting separation gets to unintended recipient.
9. A message NOT affecting separation gets to unintended recipient
e hazards dueto late delivery of a message by the NAS Communication
System,
10. Message affecting separation received too late (or expired)
11. Message NOT affecting separation received too late (or expired)
e hazards due to corruption of message by the NAS Communication System,
and
12. A message affecting separation corrupted
13. A message NOT affecting separation corrupted
e hazards due to messages arriving out-of-sequence due to the NAS
Communication System.
14. A message affecting separation sent/received out of sequence
(undetected)
15. A message NOT affecting separation sent/received out of sequence
(undetected).

These fifteen hazard categories were then applied to each of the high level NAS
Communication System functions as follows:

Transceive Fixed to Mobile M essage
1. ATSto Airborne Aircraft Message
2. ATSto On-Ground Aircraft Message
3. ATSto VehiclesMessage
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Transceive M obile to Fixed M essage
4. Airborne Aircraft to ATS Message
5. On-Ground Aircraft to ATS to Message
6. Vehiclesto ATS Message
Transceive Fixed to/from Fixed M essage
7. Internal NAS ATS Intrafacility Message
8. Internal NAS ATS Interfacility Message
9. NASATSto Other Government Agency (OGA) Message
10. OGA to NAS ATS Message
11. NAS ATSto Foreign ATS Message
12. Foreign ATSto NAS ATS Message
13. NAS ATSto non-NAS/non-OGA Message
14. Non-NAS/non-OGA to NAS ATS Message
Transceive M obileto M obile M essage
15. Airborne Aircraft to Airborne Aircraft Message
16. Airborne Aircraft to On-Ground Aircraft Message
17. On-Ground Aircraft to Airborne Aircraft Message
18. Airborne Aircraft to Vehicles Message
19. Vehiclesto Airborne Aircraft Message
20. On-Ground Aircraft to On-Ground Aircraft Message
21. On-Ground Aircraft to Vehicle Message
22. Vehicleto On-Ground Aircraft Message
23. Vehicleto Vehicle Message

For each of these 23 NAS Communication System functions atypical list of the types of
messages transmitted is shown in Table D-1. For some of the functions, no messages are
currently exchanged, but the functionality was included for completeness. For some
functions, the hazard scenarios were considered to be the same; and thus a single hazard
worksheet table can be used for more than one function. The last column of Table D-1
provides a cross reference to the function’ s hazard worksheet table.

Note: MMC communications (function C.1.2, see Appendix A) are not explicitly used to
define hazards because the impact of a failure of these functions would principally be
causes of other hazards rather than specific MMC communication hazards.
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Information Type
(incl corresponding function
D)

M essage Examples

Hazard Table Cross
Reference

Cli111a

Transceive ATSto Airborne
Aircraft Message

Clearances

Contact/Monitor Instructions

Check Stuck Microphone

Transfer Instructions

Automated Terminal Information Service (ATIS)

Significant Meteorological Information (SIGMETS)

Hazardous Inflight Weather Advisory (2-6-2 FAA Order 7110.65P)

NAS Status Advisories

ADS Contract/Reports

Wake Turbulence (2-1-19-20 FAA Order 7110.65P)

Traffic Advisories (2-1-21 FAA Order 7110.65P)

Bird Activity (2-1-22 FAA Order 7110.65P)

Pilot Report (PIREP) (2-6-3 FAA Order 7110.65P)

Arrival Runway Visual Range (RVR)/RVV (2-8-2 FAA Order 7110.65P)
Low Level Wind Shear/Microburst Advisories (3-1-8 FAA Order 7110.65P)

TableD-2

Cli211

Transceive Airborne Aircraft to
ATS Message

Requests

Clearance/Instruction Responses
Emergency/Urgency Declarations
Contact Messages (providing frequency)
Weather Reports

ATIS Requests

Reports

Position Reports

Intent Data

PIREP (2-6-3 FAA Order 7110.65P)

TableD-2

Cill1121

Transceive ATS to On-Ground
Aircraft Message

Clearances

Contact/Monitor Instructions

Check Stuck Microphone

Transfer Instructions

ATIS

SIGMETs

NAS Status Advisories

Taxi Instructions

RVR/RVV Departureinfo (2-8-2 FAA Order 7110.65P)

Low Level Wind Shear/Microburst Advisories (3-1-8 FAA Order 7110.65P)

Table D-2

Cli221

Transceive On-Ground Aircraft
to ATS Message

Requests

Clearance/Instruction Responses
Emergency/Urgency Declarations
Contact Messages (providing frequency)
ATIS Requests

Position Reports

Intent Data

Table D-2

Cl1l122
Transceive ATSto Vehicles
Message

Aircraft on Runway

Clearance Instructions

Operational Request (2-1-18 FAA Order 7110.65P)

Use of Active Runway (FAA Order 7110.65P)

Ground Traffic Movement (FAA Order 7110.65P)

Taxi and Ground Movement Operations (FAA Order 7110.65P)

Table D-3

C.l11.222
Transceive Vehicleto ATS
Message

Emergency vehicles tower responding to alert
Maintenance personnel crossing runway
Operational Request (2-1-18 FAA Order 7110.65P)

Table D-3

C11311

Transceive Internal NASATS
Intrafacility Message

Handoff or pointout (cut corner of another sector)
Flow Control Instructions

Flight coordination

Runway Status (3-1-12 FAA Order 7110.65P)

TableD-4

C11312

Transceive Internal NASATS
Interfacility Message

Flow Control Instructions

Flight coordination

Handoff (FAA Order 7110.65)

Operational Request (2-1-18 FAA Order 7110.65P)
Flight Plan Message

TableD-5
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Information Type M essage Examples Hazard Table Cross
(incl corresponding function Reference
1D)
6 Cc.11321 e DoD TableD-6
Transceive NAS ATS to OGA e LawEnforcement
Message e  National Weather Service:
. National Aeronautics and Space Administration (NASA)
. Rescue Coordination Center (RCC) (Search and Rescue)
e  Homeland Security
. State Department
e Airport Authority
° Fire Department
C.11322 e DoD Table D-6
Transceive OGA toNASATS | Law Enforcement
Message e National Weather Service:
° NASA
o RCC (Search and Rescue)
. Homeland Security
. State Department
e  Airport Authority
. Fire Department
7 C.1.1.3.23 o Flight Plan Information 2-2-13 FAA Order 7110.65P) Table D-7
Transceive NASATS to Foreign | © Flight Coordination Information
ATS Message
C.1.1324 o Flight Plan Information Table D-7
Transceive Foreign ATSto NAS | © Flight Coordination Information
ATS Message
8 C11325 AOC _ _ Table D-8
Transceive NAS ATS to non- ¢ Flight plan information
NAS or non-OGA Message ° Flow control information
. Emergency Declarations
C.1.1.326 ACC _ Table D-8
Transceive Non-NAS or non- *  Emergency Declarations
OGA to NAS ATS Message . Flight Plan Information
. Flight Coordination Information
e Schedule Information
9 C.114.11 e  Position Data(e.g., UNICOM) Table D-9
Transceive Airborne Aircraftto | ¢ Party-line
Airborne Aircraft Message e Relay messages
. Intent information
e  Advisory Messages
10 Cl1421 ATC could ask an Airborne Aircraft to relay a message or request to an aircraft at the surface of a Table D-9
Transceive Airborne Aircraft to | Satellite Airport if out of the Radio Frequency (RF) Line-of-Site (LOS).
On-Ground Aircraft Message
Cl1431 Surface Aircraft at Satellite airport sends a message to be relayed via airborne aircraft to ATC. Table D-9
Transceive On-Ground Aircraft
to Airborne Aircraft Message
11 C.l11422 No NAS ATS messages exchanged. None
Transceive Airborne Aircraft to
Vehicles Message
C.11432 No NAS ATS messages exchanged. None
Transceive Vehiclesto Airborne
Aircraft Message
12 C1.1.4.4.1 Advisory Messages (e.g., If an aircraft notices structural or other anomaly such as fluid from Table D-9
Transceive On-Ground Aircraft another aircraft during taxi, the pilot could report his observations to the surface aircraft.)
to On-Ground Aircraft Message
13 C1.1.4.42 No NAS ATS messages exchanged. None
Transceive On-Ground Aircraft
to Vehicle Message
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Information Type M essage Examples Hazard Table Cross

(incl corresponding function
1D)

Reference

C.11443 No NAS ATS messages exchanged.

Transceive Vehicle to On-
Ground Aircraft Message

None

Cl1444 No NAS ATS messages exchanged. None
Transceive Vehicle to Vehicle
Message

D.2 Hazard Analysis Wor ksheets

For each of the hazards identified for the NAS Communication System, the potential
causes of the hazard were listed. The system state was also identified. The system state
used is the state that fosters the worst credible outcome. The Safety Hazard Analysis was
captured in the tabular format in Table D-2 - Table D-9. The columns shown in each of
the in the Safety Hazard Analysis tables are defined as follows:

Column 1 — Hazard Identification: unique tag used to identify each hazard;

Column 2 — Hazard Description: description of the hazard;

Column 3 — Causes:. list of potential causes that could result the hazard occurring;

Column 4 — Risk/RAC: using the risk determination symbology outlined in

section 2.2.3 of thisreport, this column provides the worst possible credible effect

and the likelihood of that effect should the hazard occur.

e Column 5 — Potential Effects. provides a scenario leading to the worst credible
effect if the hazard occurs.

e Column 6 — Existing Controls — identifies current procedures, environment,
requirements, etc. that: 1) reduce the probability of occurrence of the hazard, 2)
limit the severity, and/or 3) reduce the likelihood of occurrence of the WCE.

e Column 7 — Recommended Safety Requirements — identifies the safety
requirements that must be implemented by program to meet the identified
Risk/RAC for each hazard.

e Column 8 — Comments. provides additional rational for the resulting Risk/RAC.
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D.3 NASATS- Aircraft Hazards

The section presents the 15 identified NAS Communication System hazards as they apply to messages exchanged between aNAS ATS and an
aircraft. The aircraft may be either airborne or on the ground. Hazard 1 is split into 2 cases (1aand 1b) to distinguish between total and partial
loss of ATS ground communication. Table D-2 contains the hazard analysis worksheet for the following functions:

e (C.1.1.1.1.1 Transceive ATSto Airborne Aircraft Message,

e (C.1.1.1.2.1 Transceive ATSto On-Ground Aircraft Message,

e (C.1.1.2.1.1 Transceive Airborne Aircraft to ATS Message, and

o (C.1.1.2.2.1 Transceive On-Ground Aircraft to ATS Message.

The system state leading to the worst credible effect (WCE) isthe same for all ATS-Aircraft hazards due to the NAS Communication System:
e Heavy traffic conditions, and
e Instrument Meteorological Conditions (IMC) and/or
e Adverse weather conditions.

The hazards analysisin Table D-2 assumes only asingle failure— NAS ATS - aircraft. Aircraft-to-aircraft communicationsis still considered
available. See Table D-9 for the hazard assessment when both NAS ATS-aircraft and aircraft-aircraft communication have failed.

Table D-2: NASATS- Aircraft Hazards Dueto the NAS Communication System

Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
NASATS NAS ATS-Aircraft 1. Hardware failure Case l: The air-ground Terminal Communications (TCOM) and En Route none Notes:
Aircraft Communication Capability 2. Software Failure Controller needs to issue new/amended clearances to Communications (ECOM) communication shall be in accordance Aircraft may or
COMM-1a Totally Unavailable - 3. RF Interference several aircraft. with Communication Diversity Order 6000.36A may not be aware
Ground (Facility Wide) of ground failure
When trying to transmit clearances, controller isinformed The NAS shall provide air-ground communications capabilities on (e.g., until aircraft
Ground cannot send/ receive that messages cannot be transmitted (voice nor data acontinuous basis. (NAS-SR-1000 3.6.1.E) attempts a
messages to any aircraft available). transmission and it
OR The air-ground communication system shall comply with Critical is not
Controller knowsin advance that NAS aircraft services performance requirements: Availability - 0.99999; No acknowledged)
communications is unavailable. single point of failure of equipment, system, installation or facility
shall cause loss of service to the user/speciaist; The goal for a
Controller transfers control to another control facility singleloss of critical service to auser/specialist shall not exceed
the duration of 6 seconds; The frequency of occurrence goal for
This could result in asignificant increase in controller any loss of service shall not exceed one per week.
workload. (NAS SR-1000 Section 3.8.1 Operational Readiness, Table
36.1).
This could also cause aslight increase in aircrew
workload; but some could be time critical decisions. The NAS shall provide speciaists with the capability to
communicate with aircraft and vehiclesin the airport movement
Significant reduction in air traffic capability area. Alternative forms of communication, such as visual signas
transmitted by specialists, shall be provided in case normal air-
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
Case 2: ground voice and data communications fail or are unavailable.
Aircrew attempts to send clearance response and finds out (NAS-SR-1000 3.2.11.F)
he/sheis unable to do so.
The pilot in command of an aircraft is directly responsible for,
Both current and new clearances are protected. and isthefinal authority asto, the operation of that aircraft. (FAA
Order 7110.65 91.3(a))
Workload remains within expected workload so no hazard.
Standard no com procedures: Lost Communications procedures
Case3: are prescribed. (Aeronautical Information Manual [AIM] 4-2-13)
Aircraft diverts from route and aircrew attempts to send and Standard pilot procedures two-way radio communication
message indicating diversion and finds out he/sheisunable | failure Federal Aviation Regulations [FAR] 91.185)
to do so. - Alternate control procedure (i.e., light gun instructions from
towers)
Airspace is NOT protected and resultsin potential conflict. - “Seeand Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Ground system realizes aircraft position from surveillance Regulations [FAR] 91.113
information, out-of-conformance alert, or conflict alert.
Current separation standards. ( FAA order 7110.65)
Controller cannot contact aircraft and must transfer control
to another control facility to move the aircraft in conflict Procedures for maintaining clearance limits [definitions of
with the diverting aircraft. clearance limit are FAA Pilot/Controller Glossary aso the ICAO
definition, ATC Clearance limit procedures are prescribed
This could result in asignificant increase in controller (7110.65, 4-6-1a Clearance Limit and FAR 91.185)]
workload - ICAO PANS-RAC 4444: paragraph5.2.1.1 “No clearance shall
be given to execute any maneuver that would reduce the spacing
This could also cause aslight increase in aircrew between two aircraft to less than the separation minimum
workload; but some could be time critical decisions
Aircraft under radar and/or visual surveillance (except ocean and
Significant reduction in air traffic capability. some ground environmentsin IMC). ( FAA Order 7110.65P
Effective Data August 4, 2005 Chapter 5 Radar and Visua p7-2-
1)
Aircraft-to-aircraft communications remains available (airborne or
on-ground)
ATC procedures to transfer communication functions (after
communication failure) to other positions/sectors/facilities are
prescribed. (FAA Order 7110.65, 10-4-4)
Possible alternative communications capabilities (e.g., cell phone,
public telephone, AOC, satellite phone when available relay
(neighboring facility). Local SOP tailored to that facility and
good operating procedures or FAA Order 7110.65P Effective
Data August 4, 2005 Chapter 10 Emergencies section 1 General
10-1-1d.
Traffic Alert and Collision Avoidance System (TCAS) is
available for Transport Category Aircraft. ( FAR 14CFR Part
129.18)
NASATS NAS ATS-Aircraft 1. Hardware failure Casel: The air-ground TCOM and ECOM communication shall bein none Notes:
Aircraft Communication Capability 2. Software Failure Controller needs to issue new/amended clearances to accordance with Communication Diversity Order 6000.36A Aircraft may or
COMM-1b Totally Unavailable - 3. RF Interference several aircraft. may not be aware

Ground (agiven
sector/control position)

Ground (sector) cannot send/
receive messages to any

aircraft

When trying to transmit clearances, controller isinformed
that messages cannot be transmitted (voice nor data
available).

OR
Controller knows in advance that NAS aircraft
communications is unavailable.

The NAS shall provide air-ground communications capabilities on
acontinuous basis. (NAS-SR-1000 3.6.1.E)

The air-ground communication system shall comply with Critical
services performance requirements: Availability - 0.99999; No
single point of failure of equipment, system, installation or facility
shall cause loss of service to the user/specialist; The goal for a

of ground failure
(e.g., until aircraft
attempts a
transmission and it
is not
acknowledged)
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Hazard #

Hazard Description

Causes

Risk/
RAC

Possible Effect

Existing Controls

Recommended
Safety
Requirements

Comments

Controller transfers control to another sector

This could result in asignificant increase in controller
workload.

This could also cause aslight increase in aircrew
workload; but some could be time critical decisions.

Significant reduction in air traffic capability

OR

Case2:

Aircrew attempts to send clearance response and finds out
he/sheis unable to do so.

Both current and new clearances are protected.

Workload remains within expected workload so no hazard.
OR

Case3:

Aircraft diverts from route and aircrew attempts to send
message indicating diversion and finds out he/she is unable
to do so.

Airspaceis NOT protected and resultsin potential conflict.

Ground system realizes aircraft position from surveillance
information, out-of-conformance alert, or conflict aert.

Controller cannot contact aircraft and must transfer control
to another control facility to move the aircraft in conflict
with the diverting aircraft.

This could result in asignificant increase in controller
workload

This could also cause aslight increase in aircrew
workload; but some could be time critical decisions

Significant reduction in air traffic capability.

singleloss of critical service to auser/specialist shall not exceed
the duration of 6 seconds; The frequency of occurrence goal for
any loss of service shall not exceed one per week.

(NAS SR-1000 Section 3.8.1 Operational Readiness, Table
36.1).

The NAS shall provide specialists with the capability to
communicate with aircraft and vehiclesin the airport movement
area. Alternative forms of communication, such as visual signas
transmitted by specialists, shall be provided in case normal air-
ground voice and data communications fail or are unavailable.
(NAS-SR-1000 3.2.11.F)

The pilot in command of an aircraft is directly responsible for,
and isthe final authority asto, the operation of that aircraft. (FAA
Order 7110.65 91.3(a))

Standard no com procedures: Lost Communications procedures
are prescribed. (Aeronautical Information Manual [AIM] 4-2-13)
and Standard pilot procedures two-way radio communication
failure Federal Aviation Regulations [FAR] 91.185)

- Alternate control procedure (i.e., light gun instructions from
towers)

- “See and Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113

Current separation standards. ( FAA order 7110.65)

Procedures for maintaining clearance limits [definitions of
clearance limit are FAA Pilot/Controller Glossary also the ICAO
definition, ATC Clearance limit procedures are prescribed
(7110.65, 4-6-1a Clearance Limit and FAR 91.185)]

- ICAO PANS-RAC 4444: paragraph5.2.1.1 “No clearance shall
be given to execute any maneuver that would reduce the spacing
between two aircraft to |ess than the separation minimum

Aircraft under radar and/or visual surveillance (except ocean and
some ground environmentsin IMC). ( FAA Order 7110.65P
Effective Data August 4, 2005 Chapter 5 Radar and Visual p7-2-
1)

Aircraft-to-aircraft communications remains available (airborne or
on-ground)

ATC procedures to transfer communication functions (after
communication failure) to other positions/sectors/facilities are
prescribed. (FAA Order 7110.65, 10-4-4)

Possible aternative communications capabilities (e.g., cell phone,
public telephone, AOC, satellite phone when available relay
(neighboring facility). Local SOP tailored to that facility and
good operating procedures or FAA Order 7110.65P Effective
Data August 4, 2005 Chapter 10 Emergencies section 1 General
10-1-1d.

TCAS isavailable for Transport Category Aircraft. ( FAR 14CFR
Part 129.18)

This could be the
loss of
communication for
asector within a
facility.
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
NASATS NAS ATS-Aircraft 1. Hardware failure Case l: The air-ground TCOM and ECOM communication shall bein none
Aircraft Communication Capability 2. Software Failure Controller needs to issue new/amended clearances to accordance with Communication Diversity Order 6000.36A
COMM-2 Partialy Unavailable— 3. RF Interference several aircraft.

Ground

Ground cannot send/ receive
messages to one or more
aircraft

When trying to transmit the clearances, controller is
informed that messages cannot be transmitted to all
required aircraft.

OR

Controller knows in advance that NAS communications is
unavailable to some of the aircraft

Controller must revert to transmitting clearances via
aternative means (e.g., alternate frequency, transferring to
another sector or relay)

This could result in asignificant increase in controller
workload

This could also cause aslight increase in aircrew workload
Significant reduction in air traffic capability

Case2:
Aircrew attempts to send clearance response.

Both current and new clearances are protected.

Workload remains within expected workload so no hazard
OR

Case3:

Aircraft diverts from route and aircrew attempts to send
message indicating diversion and finds out he/she is unable
to do so.

Airspace is NOT protected and resultsin potential conflict.

Ground system realizes aircraft position from surveillance
information, out-of-conformance alert, or conflict alert.

Controller cannot contact aircraft and must transfer control
to another sector or control facility to move the aircraft in
conflict with the diverting aircraft.

This could result in asignificant increase in controller
workload

This could also cause aslight increase in aircrew
workload; but some could be time critical decisions

Significant reduction in air traffic capability.

The NAS shall provide air-ground communications capabilities on
acontinuous basis. (NAS-SR-1000 3.6.1.E)

The air-ground communication system shall comply with Critical
services performance requirements: Availability - 0.99999; No
single point of failure of equipment, system, installation or facility
shall cause loss of service to the user/speciaist; The goal for a
single loss of critical service to a user/specialist shall not exceed
the duration of 6 seconds; The frequency of occurrence goal for
any loss of service shall not exceed one per week.

(NAS SR-1000 Section 3.8.1 Operational Readiness, Table
36.1).

The NAS shall provide speciaists with the capability to
communicate with aircraft and vehiclesin the airport movement
area. Alternative forms of communication, such asvisual signals
transmitted by specialists, shall be provided in case normal air-
ground voice and data communications fail or are unavailable.
(NAS-SR-1000 3.2.11.F)

The pilot in command of an aircraft is directly responsible for,
and isthefinal authority asto, the operation of that aircraft. (FAA
Order 7110.65 91.3(a))

Standard no com procedures: Lost Communications procedures
are prescribed. (Aeronautical Information Manual [AIM] 4-2-13)
and Standard pilot procedures two-way radio communication
failure Federal Aviation Regulations [FAR] 91.185)

- Alternate control procedure (i.e., light gun instructions from
towers)

- “Seeand Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113

Current separation standards. ( FAA order 7110.65)

Procedures for maintaining clearance limits [definitions of
clearance limit are FAA Pilot/Controller Glossary aso the ICAO
definition, ATC Clearance limit procedures are prescribed
(7110.65, 4-6-1a Clearance Limit and FAR 91.185)]

- ICAO PANS-RAC 4444: paragraph5.2.1.1 “No clearance shall
be given to execute any maneuver that would reduce the spacing
between two aircraft to less than the separation minimum

Aircraft under radar and/or visual surveillance (except ocean and
some ground environmentsin IMC). ( FAA Order 7110.65P
Effective Data August 4, 2005 Chapter 5 Radar and Visua p7-2-
1)

Aircraft-to-aircraft communications remains available (airborne or
on-ground)

ATC procedures to transfer communication functions (after
communication failure) to other positions/sectors/facilities are
prescribed. (FAA Order 7110.65, 10-4-4)
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Hazard #

Hazard Description

Causes Risk/
RAC

Possible Effect

Existing Controls

Recommended
Safety
Requirements

Comments

Possible aternative communications capabilities (e.g., cell phone,
public telephone, AOC, satellite phone when available. relay

- ATC can instruct some aircraft concerning those he can't get to
- neighboring sector controller or facility

- ATC able to transmit command clearances and receive pilot
feedback via equipment other than com radio (e.g., transponder,
navigation radio) (FAA Order 7110.65, 10-4-4, 3-2-1, FARs
91.215, 91.205)

- Communications capability on emergency frequency

TCASisavailablefor Transport Category Aircraft. ( FAR 14CFR
Part 129.18)

NASATS
Aircraft
COMM-3

NAS ATS-Aircraft
Communication Capability
Unavailable -Aircraft (single
aircraft)

Aircrew cannot send/ receive
messages to ground

1. Hardware failure
2. Software Failure
3. Insufficient
coverage

4. RF Interference

Aircrew needs to request new/amended clearance.

When trying to request the new clearance, aircrew
determines that message cannot be transmitted

OR

Aircrew knows in advance that NAS aircraft-ground
communications are unavailable

Aircrew must use alternative means of communication
(eg. relay)

This may cause aslight increase in aircrew workload

Thisresultsin an increase in controller workload moving
other aircraft

Slight reduction in air traffic capability due to use of
aternative procedures.

The air-ground TCOM and ECOM communication shall bein
accordance with Communication Diversity Order 6000.36A

The air-ground communication system shall comply with Critical
services performance requirements: Availability - 0.99999; No
single point of failure of equipment, system, installation or facility
shall cause loss of service to the user/speciaist; The goal for a
singleloss of critical serviceto auser/specialist shall not exceed
the duration of 6 seconds; The frequency of occurrence goal for
any loss of service shall not exceed one per week.

(NAS SR-1000 Section 3.8.1 Operational Readiness, Table
3.6.1).

The NAS shall provide specialists with the capability to
communicate with aircraft and vehiclesin the airport movement
area. Alternative forms of communication, such as visual signas
transmitted by specialists, shall be provided in case normal air-
ground voice and data communications fail or are unavailable.
(NAS-SR-1000 3.2.11.F)

The pilot in command of an aircraft is directly responsible for,
and isthe final authority asto, the operation of that aircraft. (FAA
Order 7110.65 91.3(a))

Standard no com procedures: Lost Communications procedures
are prescribed. (Aeronautical Information Manual [AIM] 4-2-13)
and Standard pilot procedures two-way radio communication
failure Federal Aviation Regulations [FAR] 91.185)

- Alternate control procedure (i.e., light gun instructions from
towers)

- “Seeand Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113

Current separation standards. ( FAA order 7110.65)

Procedures for maintaining clearance limits [definitions of
clearance limit are FAA Pilot/Controller Glossary also the ICAO
definition, ATC Clearance limit procedures are prescribed
(7110.65, 4-6-1a Clearance Limit and FAR 91.185)]

- ICAO PANS-RAC 4444: paragraph5.2.1.1 “No clearance shall
be given to execute any maneuver that would reduce the spacing
between two aircraft to less than the separation minimum

Aircraft under radar and/or visual surveillance (except ocean and
some ground environmentsin IMC). ( FAA Order 7110.65P
Effective Data August 4, 2005 Chapter 5 Radar and Visua p7-2-

none

This could be one
or all aircraft; but
considered
independent
between aircraft.
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Hazard #

Hazard Description

Causes

Risk/
RAC

Possible Effect

Existing Controls

Recommended
Safety
Requirements

Comments

1)

Aircraft-to-aircraft communications remains available (airborne or
on-ground)

ATC procedures to transfer communication functions (after
communication failure) to other positions/sectors/facilities are
prescribed. (FAA Order 7110.65, 10-4-4)

Possible aternative communications capabilities (e.g., cell phone,
public telephone, AOC, satellite phone when available relay
(neighboring facility). Local SOP tailored to that facility and
good operating procedures or FAA Order 7110.65P Effective
Data August 4, 2005 Chapter 10 Emergencies section 1 General
10-1-1d.

ATC ableto transmit command clearances and receive pilot
feedback via equipment other than com radio (e.g., transponder,
navigation radio) (FAA Order 7110.65, 10-4-4, 3-2-1, FARs
91.215, 91.205)

TCAS isavailable for Transport Category Aircraft. ( FAR 14CFR
Part 129.18)

NASATS
Aircraft
COMM-4

Message fails with agiven
aircraft

1. ground message
(or part) does not
make it to aircraft
2. aircraft message
(or part) does not
make it to ground

Controller issues anew clearance

Controller does not receive response to clearance; either
the aircrew did not receive the clearance; or the aircrew
received the clearance and response is lost.

Thereis an ambiguity of whether the aircraft is executing
the current or new clearance. However; both the current
and new clearances are protected.

Thisresultsin increased controller workload in resolving
the situation (e.g., retransmitting the message)

Slight loss of air traffic control capability in the affected
area

The air-ground TCOM and ECOM communication shall bein
accordance with Communication Diversity Order 6000.36A

The air-ground communication system shall comply with Critical
services performance requirements: Availability - 0.99999; No
single point of failure of equipment, system, installation or facility
shall cause loss of service to the user/speciaist; The goal for a
singleloss of critical service to auser/specialist shall not exceed
the duration of 6 seconds; The frequency of occurrence goal for
any loss of service shall not exceed one per week.

(NAS SR-1000 Section 3.8.1 Operational Readiness, Table
3.6.1).

The NAS shall provide specialists with the capability to
communicate with aircraft and vehiclesin the airport movement
area. Alternative forms of communication, such as visual signas
transmitted by specialists, shall be provided in case normal air-
ground voice and data communications fail or are unavailable.
(NAS-SR-1000 3.2.11.F)

The pilot in command of an aircraft is directly responsible for,
and isthefinal authority asto, the operation of that aircraft. (FAA
Order 7110.65 91.3(a))

Procedures requiring “ pil ot acknowledgement/read back” when
ATC issues clearances or instructions (FAA Order 7110.65, 2-4-
3).

Controllers can also determine aircraft action through
surveillance; IDENT, observing radar screen. (FAA Order
7110.65P Effective Data August 4, 2005 Chapter 5 Radar)

Controllers are required to order a clearance such that the critical
information cannot be lost due to a failure truncating a message.

Air-to-air communications still available, so another aircrew may

none
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Hazard #

Hazard Description

Causes Risk/
RAC

Possible Effect

Existing Controls

Recommended
Safety
Requirements

Comments

hear a step on or incorrect read-back and notify, and/or aircraft
can announce intentions on party line

Aircraft under radar and/or visual surveillance (except ocean and
some ground environmentsin IMC). ( FAA Order 7110.65P
Effective Data August 4, 2005 Chapter 5 Radar and Visua p7-2-
1) .

“See and Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations[FAR] 91.113.

TCASisavailable for Transport Category Aircraft. ( FAR 14CFR
Part 129.18).

NASATS
Alircraft
COMM-5

Message fails with multiple
aircraft

1. ground message
(or part) does not
make it to aircraft
2. aircraft message
(or part) does not
make it to ground.

Controller issues new clearances to multiple aircraft.

Controller does not receive response to the clearances;
either the aircrew did not receive the clearance; or the
aircrew received the clearance and responses are lost

There is an ambiguity of whether the aircraft are executing
the current or new clearances. However; both the current
and new clearances are protected.

Thisresultsin asignificant increased controller workload
in resolving the situation with multiple aircraft (e.g.,
retransmitting the message)

Slight reduction in air traffic capability

Theair-ground TCOM and ECOM communication shall bein
accordance with Communication Diversity Order 6000.36A

The air-ground communication. system shall comply with Critical
services performance requirements: Availability - 0.99999; No
single point of failure of equipment, system, installation or facility
shall cause loss of service to the user/specialist; The goal for a
singleloss of critical service to auser/specialist shall not exceed
the duration of 6 seconds; The frequency of occurrence goal for
any loss of service shall not exceed one per week.

(NAS SR-1000 Section 3.8.1 Operational Readiness, Table
3.6.1).

The NAS shall provide specialists with the capability to
communicate with aircraft and vehicles in the airport movement
area. Alternative forms of communication, such as visual signas
transmitted by specialists, shall be provided in case normal air-
ground voice and data communications fail or are unavailable.
(NAS-SR-1000 3.2.11.F)

The pilot in command of an aircraft is directly responsible for,
and isthefinal authority asto, the operation of that aircraft. (FAA
Order 7110.65 91.3(a))

Procedures requiring “ pilot acknowledgement/read back” when
ATC issues clearances or instructions (FAA Order 7110.65, 2-4-
3)

Controllers can also determine aircraft action through
surveillance; IDENT, observing radar screen. (FAA Order
7110.65P Effective Data August 4, 2005 Chapter 5 Radar)

Controllers are required to order a clearance such that the critical
information cannot be lost due to a failure truncating a message.

Alir-to-air communications still available, so another aircrew may
hear a step on or incorrect read-back and notify, and/or aircraft
can announce intentions on party line

Aircraft under radar and/or visual surveillance (except ocean and
some ground environmentsin IMC). ( FAA Order 7110.65P
Effective Data August 4, 2005 Chapter 5 Radar and Visua p7-2-
1)

“See and Avoid” procedures are prescribed. (Aeronautical

none

D-12




4/10/2006

Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113
TCASisavailable for Transport Category Aircraft. ( FAR 14CFR
Part 129.18)
NASATS Theaircraft actson An unauthorized 2D Aircrew accepts a clearance from a ground system not in Procedures requiring aircraft identification for clearance (FAA none
Aircraft messages affecting ground system sends control of the aircraft Order 7110.65, 2-4-20)
COMM-6 separation (e.g., aclearance) amessages affecting - Call sign/runway id (not shortened call sign)
from aground system that is separation The controlling authority is unaware of the clearance; and - Procedures for identification of the aircraft requesting clearances
not its control authority consequently the airspace is not protected - Procedures for giving aircraft 1D in granting clearances
This could result in aloss of separation. Procedures requiring Facility Identification (FAA Order 7110.65,
2-4-8) for the ATC facility giving the clearances.
The loss of separation could result in large reductionsin
safety margins ICAO Annex 11: paragraph 3.5.1 “A controlled flight shall be
under the control of only one air traffic control unit at any given
Resolving the situation could also result in significantly time.”
increased ATC workload due to having to move severa - The aircraft shall accept clearances/instructions only from the
aircraft to re-establish or maintain separation. current control authority
Resolving the loss of separation could cause time critical Adjacent frequencies have different frequencies.
aircrew decisions and excessive increased workload
Procedures requiring “pilot acknowledgement/read back” when
ATC issues clearances or instructions (FAA Order 7110.65, 2-4-
3)
Controllers can also determine aircraft action through
surveillance; IDENT, observing radar screen. (FAA Order
7110.65P Effective Data August 4, 2005 Chapter 5 Radar)
Current separation standards. ( FAA order 7110.65)
Aircraft under radar and/or visual surveillance (except ocean and
some ground environmentsin IMC). ( FAA Order 7110.65P
Effective Data August 4, 2005 Chapter 5 Radar and Visua p7-2-
1)
The pilot in command of an aircraft is directly responsible for,
and isthefinal authority asto, the operation of that aircraft. (FAA
Order 7110.65 91.3(a))
“Seeand Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113
TCASisavailable for Transport Category Aircraft. ( FAR 14CFR
Part 129.18)
NASATS The aircraft accepts An unauthorized Aircrew accepts amessage that does not affect separation Not addressed since no hazard. None
Aircraft messages NOT affecting ground system sends from a ground system not in control of the aircraft
COMM-7 separation from a ground amessages NOT
system that is not its control affecting separation Time may be spent responding to a message that that does
authority not apply
This does not result in aloss of separation.
NASATS A message affecting 1. Addressis 2D Case l: Aircraft under radar and/or visual surveillance (except ocean and none
Aircraft separation is acted on by an corrupted A clearanceis transmitted and reaches an unintended some ground environmentsin IMC). ( FAA Order 7110.65P
COMM-8 unintended recipient 2. Mis-delivered aircraft. Theaircrew does not redlize that the clearance is Effective Data August 4, 2005 Chapter 5 Radar and Visual p7-2-
3. Step-on not for them and accepts the clearance. 1) .

D-13



4/10/2006

Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
(When the unintended recipient is not under the control Air-to-air communications still available, so other aircrew may
authority see NAS ATS-Aircraft COMM-6.) hear wrong aircraft accept clearance and notify the aircraft
Upon receipt of the WILCO to the clearance, the The intended recipient is also listening so he/she may query or
controller: chimein (party line)
a) does not realize that the WILCO is from a different . o
aircraft than the intended one or b) the controller reslizes Procedures requiring aircraft identification for clearance (FAA
that the WILCO is from an unintended aircraft. Order 7110.65, 2-4-20) )
- Call sign/runway id (not shortened call sign)
(The difference between case aand case b; is just how - Procedures for identification of the aircraft requesting clearances
soon the controller realizes that there is a situation that - Procedures for giving aircraft 1D in granting clearances
needs resolution.) . .
Procedures requiring “ pilot acknowledgement/read back” when
In either case, the airspace is not protected and could result | ATC issues clearances or instructions (FAA Order 7110.65, 2-4-
in aloss of separation 3)
The loss of separation could result in large reductionsin Controllers can also determine aircraft action through
safety margins surveillance; IDENT, observing radar screen. (FAA Order
7110.65P Effective Data August 4, 2005 Chapter 5 Radar)
Resolving the situation could aso result in increased ATC i
workload due to having to move several aircraft. to re- Voiceprocedures. . .
establish or maintain separations - Procedures for giving aircraft 1D in granting clearances
- Procedures for communication when aircraft have same or
Resolving the loss of separation could cause time critical similar call signs
aircrew decisions and increased workload o i o .
The pilot in command of an aircraft is directly responsible for,
Case2: and isthefinal authority asto, the operation of that aircraft. (FAA
The response to a clearance is sent and reaches an Order 7110.65 91.3(a))
unintended ground system. . . .
“See and Avoid” procedures are prescribed. (Aeronautical
The unintended ground system receives a message that is Information Manual [AIM] 5-5-8 and Federal Aviation
unexpected; but is no more than a nuisance. Regulations [FAR] 91.113
The ground system that should have received the response TCASisavailable for Transport Category Aircraft. ( FAR 14CFR
message; does not receive any message; and the clearance Pert 129.18)
message expires. See NAS ATS-Aircraft COMM-10.
NASATS A message NOT affecting 1. Addressis Case l: Not addressed since no hazard. None
Aircraft separation is acted on by an corrupted A message NOT affecting separation reaches an
COMM-9 unintended recipient 2. Mis-delivered unintended aircraft. The aircrew does not realize that the
3. Step-on message is not for them and acts on it.

If the message requires a response, upon receipt of the
response, the controller:

a) does not realize that the response is from a different
aircraft than the intended one or b) the controller realizes
that the response is from an unintended aircraft.

If the message does not require a response; the controller
may not be aware that message went to an unintended
recipient, unless flight crew expecting a message, queries
for missing message.

This does not result in aloss of separation

At most this could result in aslight increasein ATC
workload due to either resending message to the intended
aircraft. In general this would be well within the normal
workload.
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
There may be adlight increase in aircrew workload (of the
unintended aircraft) in responding to a message not
applicable to them. In general thiswould be well within
the normal workload.
Case2:
A request message reaches an unintended ground system.
The controller does not realize that request is not for them
and responds with a clearance.
This ground system is not the control authority of the
aircraft. See NAS ATS-Aircraft COMM-6.
NASATS A message affecting 1. Late delivery 2D Clearance is sent and expires before aresponse is received. Voice and data communications shall have the following response none So far no incidents
Aircraft separation received too late 2. Ground and air or capabilities: due to this
COMM-10 (or expired) Applicableonly | timeisout of synch Aircrew accepts a clearance after it has expired. --Initiation of one-way air-ground voice transmissions shall be
to datalink. possible within 250 milliseconds of keying the specialist’s
The controller reverts to alternate solution due to the microphone.
clearance expiry; and the airspace of the new clearanceis --The ground-air transmission time for data messages shall not
no longer protected. exceed 6 seconds. (NAS-SR-1000 3.6.1.A.5)
This could result in aloss of separation Time critical clearance can be sent with constraint (e.g. to reach
by, cross at or before etc.). Thusif message was too late then
The loss of separation could result in large reductionsin aircrew would have send an UNABLE response. FAA Order
safety margins 7110.65P (Chapter 4, Section 3 Departure Procedures 4-3-4 a.
Clearance Void Times).
Resolving the situation could aso result in significantly
increased ATC workload due to having to move several ADS report (surveillance) can provide aircraft position. (FAA
aircraft. Order 7110.65P Effective Data August 4, 2005 Chapter 5 Radar)
Resolving the loss of separation could cause time critical CPDLC pilot position reports can provide aircraft position
aircrew decisions and excessively increased workload
Oceanic separation standards. (FAA Order 7110.65P Effective
Data August 4, 2005 Chapter 8 Offshore/Oceanic Procedures)
Datalink Messages are times tamped
The pilot in command of an aircraft is directly responsible for,
and isthefina authority asto, the operation of that aircraft. (FAA
Order 7110.65 91.3(a))
“See and Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113
TCASisavailable for Transport Category Aircraft. ( FAR 14CFR
Part 129.18)
NASATS A message NOT affecting 1. Late delivery Casel: Not addressed since no hazard. None
Aircraft separation received too late 2. Ground and air A message not affecting separation is transmitted and
COMM-11 or expired Applicable only timeis out of synch expires before aresponse is received.

to datalink.

The controller reverts to alternate solution due to the
messages expiry.

Aircrew responds to message after it has expired.

Since the expired message does not affect separation, this
does not result in aloss of separation
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Hazard #

Hazard Description

Causes

Risk/
RAC

Possible Effect

Existing Controls

Recommended
Safety
Requirements

Comments

At most this could result in aslight increasein ATC
workload due to either retransmitting the message. In
general this would be well within the normal workload.

There may be adlight increase in aircrew workload. In
general this would be well within the normal workload.

Case2:
A request message is transmitted and expires before a
response is received.

At most this could result in aslight increasein aircrew
workload due to retransmitting the request message. In
general this would be well within the normal workload.

NASATS
Aircraft
COMM-12

A message affecting
separation is corrupted

The communication
system corrupts the
message

2D

Casel:
A clearanceis sent and the contents are corrupted, but still
credible.

The aircrew accepts the corrupted clearance.

Since the clearance has been corrupted its airspace is be
not protected.

This could result in aloss of separation (if the accepted
corrupted clearance converges with other aircraft
clearances)

The loss of separation could result in large reductionsin
safety margins

Resolving the situation could aso result in significantly
increased ATC workload due to having to move several
aircraft. to re-establish or maintain separations

Resolving the loss of separation could cause time critical
aircrew decisions and excessively increased workload.

Case2:

The response to clearance is sent and the contents are
corrupted, but still credible. (readback is corrupted and
credible)

Once the clearance response has been received; either the
old clearance airspace or the new clearance airspace
becomes unprotected; but it is precisely the opposite of
what the aircraft is doing.

This could result in aloss of separation (if the accepted
corrupted clearance converges with other aircraft
clearances)

The loss of separation could result in large reductionsin
safety margins

Resolving the situation could also result in significantly
increased ATC workload due to having to move severa
aircraft to re-establish or maintain separations

Resolving the |oss of separation could cause time critical

Clearly intelligible air-ground voice communications shall be
provided. (NAS-SR-1000 3.6.1.A)

Procedures requiring Emphasis for Clarity (FAA Order 7110.65,
2-4-15)

Procedures requiring “ pilot acknowledgement/read back” when
ATC issues clearances or instructions (FAA Order 7110.65, 2-4-
3)

Controllers can also determine aircraft action through
surveillance; IDENT, observing radar screen. (FAA Order
7110.65P Effective Data August 4, 2005 Chapter 5 Radar)

Air-to-air communications still available, so another aircrew may
hear an incorrect read-back and notify, and/or aircraft can
announce intentions on party line

Aircraft under radar and/or visual surveillance (except ocean and
some ground environmentsin IMC). ( FAA Order 7110.65P
Effective Data August 4, 2005 Chapter 5 Radar and Visua p7-2-
1)

The pilot in command of an aircraft is directly responsible for,
and isthefinal authority asto, the operation of that aircraft. (FAA
Order 7110.65 91.3(a))

“See and Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113

TCASisavailable for Transport Category Aircraft. ( FAR 14CFR
Part 129.18)

None
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
aircrew decisions and excessively increased workload.
Case3:
The address/call sign is the part of the message that
becomes corrupted. See Hazard NAS-G-M-COMM-8.
NASATS A message NOT affecting The communication Case l: Not required. None
Aircraft separation corrupted system corrupts the A message not affecting separation is transmitted and the
COMM-13 message contents are corrupted, but still credible.
At most this could result in aslight increasein ATC
workload due to retransmitting amessage. In genera this
would be well within the normal workload.
There may be adlight increase in aircrew workload in
responding to a corrupted message. In general thiswould
be well within the normal workload.
Case2:
A request is sent and the contents are corrupted, but still
credible.
The ground responds with a clearance meeting the
corrupted request message.
The airspace isthe clearance is protected so this does not
result in aloss of separation
There may be a slight increase in aircrew workload if they
send a second request. In general thiswould be well
within the normal workload.
NASATS A message affecting 1. Message sent Case l: Messages are time-stamped; so order can be determined None
Aircraft separation sent/received out second is received Two (or more) clearances are transmitted and do not arrive ,
COMM-14 of sequence. Applicable prior to message sent in the order in which they were sent. Only one Pre-Departure Clearance (PDC) is sent (thus cannot get

only to datalink.

first.

2. Communication
system does not
deliver messagesin
order

This could result in an aircraft executing a clearance out of
order; and the airspace may not be protected.

The loss of separation could result in large reductionsin
safety margins

Resolving the situation could also result in increased ATC
workload due to having to move several aircraft. to re-
establish or maintain separations

Resolving the loss of separation could cause time critical
aircrew decisions and increased workload.

Case 2: Two (or more) responses to clearances are sent
and do not arrive in the order in which they were sent.

All clearances response messages referenced to the
clearance to which they apply. Therefore, if they are
received out of order there is no impact.

out of order)

Datalink response message indicate to which message they refer
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
NASATS A message NOT affecting 1. Message sent Case l: Not required None
Aircraft separation sent/received out second gets received Two (or more) messages are sent not affecting separation
COMM-15 of sequence. Applicable prior to message sent and do not arrive in the order in which they were sent.
only to datalink. first.
2. Communication If the messages are different, there may be aslight increase
system does not in aircrew workload figuring thing out. In general this
deliver messagesin would be well within the normal workload.
order
Case2:
Two (or more) requests are sent and do not arrive in the
order in which they were sent.
If the requests are different, there may be some increased
workload for both the air and ground in determining which
clearance the aircrew wants to fly.
D4 NASATS - Vehicle Message Hazar ds

This section presents the 15 identified NAS communication hazards as they apply to messages exchanged between aNAS ATS and avehicle.
Hazard 1 is split into 2 cases (1a and 1b) to distinguish between total and partial loss of NAS ATS communication. Table D-3 mapsto the
following NAS communication functions:

o (C.1.1.1.2.2 Transceive ATSto Vehicles Message and

o (C.1.1.2.22Transceive Vehicleto ATS Message

The system state leading to the worst credible effect (WCE) isthe same for all 15 ATS-vehicle hazards due to the NAS Communication System:
e Peak traffic conditions, and
e Instrument Meteorological Conditions (IMC) (see and avoid may not be possible), and
o Adverse weather conditions.

Table D-3: NASATS - VehiclesHazards Dueto the NAS Communication System

Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
NASATS NASATS Vehicle 1. Hardware failure Controller needs to issue clearance to vehicle. Airport design minimizes runway and taxiway crossing by None
Vehicles Communication Capability 2. Software Failure vehicles. (AC 150/5300-13 Airport Design)
COMM-1a Totally Unavailable - Tower 3. RF Interference When trying to transmit clearances, controller isinformed

AC 150/5340-18D Standards for Airport Sign Systems Part
139.311 CFR MARKING, SIGNSAND LIGHTING AC
150/5210-22 Airport Certification Manual (ACM): Paragraph

that messages cannot be transmitted (voice nor data

Ground cannot send/ receive available).

messages to any vehicle OR

Controller knowsin advance that NAS ground-mobile
communications is unavailable.

302(a) “Airport sign and marking plans must receive FAA
approval before they are implemented” Chapter 5. Section
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Hazard #

Hazard Description

Causes

Risk/
RAC

Possible Effect

Existing Controls

Recommended
Safety
Requirements

Comments

This could cause an inconvenience to the vehicle
operators.

139.311 “Include in the ACM alegible color diagram of the
airport sign and marking systems.”

Vehicles are only alowed to move (runways etc) when doesn’t
affect basic ATC.

Standard no com procedures: Lost Communications procedures
are prescribed. (Aeronautical Information Manual [AIM] 4-2-13)
and Standard pilot procedures two-way radio communication
failure Federal Aviation Regulations [FAR] 91.185)

Vehicle operation training/ licensing for airport operations Part
139.329(e) requires that "each certificate holder shall -- ensure
that each employee, tenant, or contractor who operates aground
vehicle on any portion of the airport that has access to the
movement area is familiar with the airport's procedures for the
operation of ground vehicles and the consequences of
noncompliance." To comply with Part 139.329(e), airport
operators should have a ground vehicle guidebook for training
personnel authorized to operate a ground vehicle on the airport.
Part 139.301 Records— ground vehicle training; 139.303
Personnel Sufficient Qualified Personnel (303a), Properly
Equipped (303b), Trained (303c), Record of Training for 24 CCM
(303d)

Vehiclesall yield to aircraft: AC 150/5210-20 Ground Vehicle
Operations on Airports - guidance to airport operatorsin
developing training programs for safe ground vehicle operations,
Sample Ground Vehicle Operations Training Manual Appendix B
1.7.10. No vehicle operator shall enter the movement area—

a. Without first obtaining permission of the (AIRPORT
OPERATOR) and clearance from the ATCT to enter the
movement area;

b. Unless equipped with an operable two-way radio in
communication with the ATCT; or

c. Unless escorted by an (AIRPORT OPERATOR) vehicle
and as long as the vehicle remains under the control of the escort
vehicle.

See and Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113)

Procedures for maintaining clearance limits [definitions of
clearance limit are FAA Pilot/Controller Glossary aso the ICAO
definition, ATC Clearance limit procedures are prescribed
(7110.65, 4-6-1a Clearance Limit and FAR 91.185)]

Vehicles under visual surveillance or radar/multi-lateration
surveillance: FAA Order 7110.65, Air Traffic Control Handbook,
paragraph 3-1-3, "Use of Active Runways," states, "The local
controller has primary responsibility for operations conducted on
the active runway and must control the use of those runways."
Paragraph 3-1-12, "Visually Scanning Runways," states that,
"Local controllers shall visually scan runways to the maximum
extent possible.”

The NAS shall provide the specialist with an unobstructed view of
the airport movement area. (NAS-SR-1000 3.2.11.D).
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Hazard #

Hazard Description

Causes

Risk/
RAC

Possible Effect

Existing Controls

Recommended
Safety
Requirements

Comments

Mobile-to mobile communications still available

FAA Order 7110.65, Air Traffic Control Handbook, paragraph 3-
1-3, Use of Active Runways, - Theloca controller has primary
responsibility for operations conducted on the active runway and
must control the use of those runways.

FAA Order 7110.65 Paragraph 3-1-12, Visually Scanning
Runways - Local controllers shall visually scan runways to the
maximum extent possible.

The NAS shall provide specialists with the capability to
communicate with aircraft and vehiclesin the airport movement
area. Alternative forms of communication, such asvisual signals
transmitted by specialists, shall be provided in case normal air-
ground voice and data communications fail or are unavailable.
(NAS-SR-1000 3.2.11.F)

Possible alternative communications capabilities (e.g., cell phone,
public telephone, AOC, satellite phone when available relay
(neighboring facility). Local SOP tailored to that facility and
good operating procedures or FAA Order 7110.65P Effective
Data August 4, 2005 Chapter 10 Emergencies section 1 General
10-1-1d.

Title 14, Code of Federal Regulations (CFR), Part 139 (14 CFR
Part 139] requirement to familiarize vehicles for operating on a
given airport.

CFR Part 139.329(b) airport operators are required to establish
and implement procedures for operation of ground vehiclesin the
safety area as well as the movement area.

CFR Part 139.205(b)(19) requires that these procedures be
included in the Airport Certification Manua (ACM).

NASATS
Vehicles
COMM-1b

NASATSVehicle
Communication Capability
Totally Unavailable -
Ground (agiven position)

Ground cannot send/ receive
messages to any vehicle

1. Hardware failure
2. Software Failure
3. RF Interference

Controller needs to issue new/amended clearance to
vehicle.

When trying to transmit clearances, controller isinformed
that messages cannot be transmitted (voice nor data
available).

OR
Controller knows in advance that NAS ground-mobile
communications is unavailable.

This could cause an inconvenience to the vehicle
operators.

Airport design minimizes runway and taxiway crossing by
vehicles. (AC 150/5300-13 Airport Design)

AC 150/5340-18D Standards for Airport Sign Systems Part
139.311 CFR MARKING, SIGNSAND LIGHTING AC
150/5210-22 Airport Certification Manual (ACM): Paragraph
302(a) “Airport sign and marking plans must receive FAA
approval before they are implemented” Chapter 5. Section
139.311 “Include in the ACM alegible color diagram of the
airport sign and marking systems.”

Vehicles are only allowed to move (runways etc) when doesn’t
affect basic ATC.

Standard no com procedures: Lost Communications procedures
are prescribed. (Aeronautical Information Manual [AIM] 4-2-13)
and Standard pilot procedures two-way radio communication
failure Federal Aviation Regulations [FAR] 91.185)

Vehicle operation training/ licensing for airport operations Part
139.329(e) requires that "each certificate holder shall -- ensure
that each employee, tenant, or contractor who operates aground

None
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RAC

Possible Effect

Existing Controls

Recommended
Safety
Requirements

Comments

vehicle on any portion of the airport that has access to the
movement areais familiar with the airport's procedures for the
operation of ground vehicles and the consequences of
noncompliance." To comply with Part 139.329(e), airport
operators should have a ground vehicle guidebook for training
personnel authorized to operate a ground vehicle on the airport.
Part 139.301 Records— ground vehicle training; 139.303
Personnel Sufficient Qualified Personnel (303a), Properly
Equipped (303b), Trained (303c), Record of Training for 24 CCM
(303d)

Vehiclesal yield to aircraft: AC 150/5210-20 Ground Vehicle
Operations on Airports - guidance to airport operatorsin
developing training programs for safe ground vehicle operations,
Sample Ground Vehicle Operations Training Manual Appendix B
1.7.10. No vehicle operator shall enter the movement area—

a. Without first obtaining permission of the (AIRPORT
OPERATOR) and clearance from the ATCT to enter the
movement area;

b. Unless equipped with an operable two-way radio in
communication with the ATCT; or

c. Unless escorted by an (AIRPORT OPERATOR) vehicle
and aslong as the vehicle remains under the control of the escort
vehicle.

See and Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113)

Procedures for maintaining clearance limits [definitions of
clearance limit are FAA Pilot/Controller Glossary also the ICAO
definition, ATC Clearance limit procedures are prescribed
(7110.65, 4-6-1a Clearance Limit and FAR 91.185)]

Vehicles under visual surveillance or radar/multi-lateration
surveillance: FAA Order 7110.65, Air Traffic Control Handbook,
paragraph 3-1-3, "Use of Active Runways," states, "The local
controller has primary responsibility for operations conducted on
the active runway and must control the use of those runways."
Paragraph 3-1-12, "Visually Scanning Runways," states that,
"Local controllers shall visually scan runways to the maximum
extent possible.”

The NAS shall provide the specialist with an unobstructed view of
the airport movement area. (NAS-SR-1000 3.2.11.D).

Mobile-to mobile communications still available

FAA Order 7110.65, Air Traffic Control Handbook, paragraph 3-
1-3, Use of Active Runways, - The loca controller has primary
responsibility for operations conducted on the active runway and
must control the use of those runways.

FAA Order 7110.65 Paragraph 3-1-12, Visually Scanning
Runways - Local controllers shall visually scan runways to the
maximum extent possible.

The NAS shall provide specialists with the capability to
communicate with aircraft and vehicles in the airport movement
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RAC Safety
Requirements

area. Alternative forms of communication, such as visual signa's
transmitted by specialists, shall be provided in case normal air-
ground voice and data communications fail or are unavailable.
(NAS-SR-1000 3.2.11.F)

Possible alternative communications capabilities e.g., cell phone,
ATCT light gun procedures

Title 14, Code of Federal Regulations (CFR), Part 139 (14 CFR
Part 139] requirement to familiarize vehicles for operating on a
given airport.

CFR Part 139.329(b) airport operators are required to establish
and implement procedures for operation of ground vehiclesin the
safety area as well as the movement area.

CFR Part 139.205(b)(19) requires that these procedures be
included in the Airport Certification Manua (ACM).

NASATS NASATS-Vehicles 1. Hardware failure Controller needs to issue new/amended clearances to Airport design minimizes runway and taxiway crossing by None
Vehicles Communication Capability 2. Software Failure vehicle. vehicles. (AC 150/5300-13 Airport Design)
COMM-2 Partially Unavailable — 3. Insufficient

Ground capacity When trying to transmit the clearances, controller is AC 150/5340-18D Standards for Airport Sign Systems Part

4. RF Interference informed that messages cannot be transmitted to all 139.311 CFR MARKING, SIGNSAND LIGHTING AC

Ground cannot send/ receive required vehicles. 150/5210-22 Airport Certification Manual (ACM): Paragraph

messages to one or more OR 302(a) “Airport sign and marking plans must receive FAA

vehicles Controller knowsin advance that NAS communicationsis approval before they are implemented” Chapter 5. Section

unavailable to some of the vehicles 139.311 “Include in the ACM alegible color diagram of the

airport sign and marking systems.”
This could cause an inconvenience to the vehicle
operators. Vehicles are only allowed to move (runways etc) when doesn’t
affect basic ATC.

Standard no com procedures: Lost Communications procedures
are prescribed. (Aeronautical Information Manual [AIM] 4-2-13)
and Standard pilot procedures two-way radio communication
failure Federal Aviation Regulations [FAR] 91.185)

See and Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113)

Procedures for maintaining clearance limits [definitions of
clearance limit are FAA Pilot/Controller Glossary aso the ICAO
definition, ATC Clearance limit procedures are prescribed
(7110.65, 4-6-1a Clearance Limit and FAR 91.185)]

Vehicles under visual surveillance or radar/multi-lateration
surveillance: FAA Order 7110.65, Air Traffic Control Handbook,
paragraph 3-1-3, "Use of Active Runways," states, "The local
controller has primary responsibility for operations conducted on
the active runway and must control the use of those runways."
Paragraph 3-1-12, "Visually Scanning Runways," states that,
"Local controllers shall visually scan runways to the maximum
extent possible.”

The NAS shall provide the specialist with an unobstructed view of
the airport movement area. (NAS-SR-1000 3.2.11.D).

M obile-to mobile communications still available
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FAA Order 7110.65, Air Traffic Control Handbook, paragraph 3-
1-3, Use of Active Runways, - The local controller has primary
responsibility for operations conducted on the active runway and
must control the use of those runways.

FAA Order 7110.65 Paragraph 3-1-12, Visually Scanning
Runways - Local controllers shall visually scan runways to the
maximum extent possible.

The NAS shall provide specialists with the capability to
communicate with aircraft and vehiclesin the airport movement
area. Alternative forms of communication, such as visual signas
transmitted by specialists, shall be provided in case normal air-
ground voice and data communications fail or are unavailable.
(NAS-SR-1000 3.2.11.F)

Possible aternative communications capabilities e.g., cell phone,
ATCT light gun procedures

Title 14, Code of Federal Regulations (CFR), Part 139 (14 CFR
Part 139] requirement to familiarize vehicles for operating on a
given airport.

CFR Part 139.329(b) airport operators are required to establish
and implement procedures for operation of ground vehiclesin the
safety area as well as the movement area.

CFR Part 139.205(b)(19) requires that these procedures be
included in the Airport Certification Manua (ACM).

NASATS
Vehicles
COMM-3

NAS ATS-Vehicle
Communication Capability
Unavailable due to the
Vehicle (single vehicle)

Vehicle cannot send/ receive
messages to ground

1. Hardware failure
2. Software Failure
3. Insufficient
capacity

4. RF Interference

Vehicle operator needs to request new/amended clearance.

When trying to request the new clearance, the vehicle
operator determines that messages cannot be transmitted
OR

Vehicle operator knows in advance that NAS ATS-vehicle
communications are unavailable

Vehicle operator must alternative means (e.g., cell phone)

This could cause an inconvenience to the vehicle
operators.

Airport design minimizes runway and taxiway crossing by
vehicles. (AC 150/5300-13 Airport Design)

AC 150/5340-18D Standards for Airport Sign Systems Part
139.311 CFR MARKING, SIGNSAND LIGHTING AC
150/5210-22 Airport Certification Manual (ACM): Paragraph
302(a) “Airport sign and marking plans must receive FAA
approval before they are implemented” Chapter 5. Section
139.311 “Include in the ACM alegible color diagram of the
airport sign and marking systems.”

Vehicles are only alowed to move (runways etc) when doesn’t
affect basic ATC.

Standard no com procedures: Lost Communications procedures
are prescribed. (Aeronautical Information Manual [AIM] 4-2-13)
and Standard pilot procedures two-way radio communication
failure Federal Aviation Regulations [FAR] 91.185)

See and Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113)

Procedures for maintaining clearance limits [definitions of
clearance limit are FAA Pilot/Controller Glossary also the ICAO
definition, ATC Clearance limit procedures are prescribed
(7110.65, 4-6-1a Clearance Limit and FAR 91.185)]

Vehicles under visual surveillance or radar/multi-lateration

None

Note:

This could affect
more than one
vehicle; but
considered
independent.
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surveillance: FAA Order 7110.65, Air Traffic Control Handbook,
paragraph 3-1-3, "Use of Active Runways," states, "The local
controller has primary responsibility for operations conducted on
the active runway and must control the use of those runways."
Paragraph 3-1-12, "Visually Scanning Runways," states that,
“Local controllers shall visually scan runways to the maximum
extent possible.”

The NAS shall provide the specialist with an unobstructed view of
the airport movement area. (NAS-SR-1000 3.2.11.D).

Mobile-to mobile communications still available

FAA Order 7110.65, Air Traffic Control Handbook, paragraph 3-
1-3, Use of Active Runways, - The local controller has primary
responsibility for operations conducted on the active runway and
must control the use of those runways.

FAA Order 7110.65 Paragraph 3-1-12, Visually Scanning
Runways - Local controllers shall visually scan runwaysto the
maximum extent possible.

The NAS shall provide speciaists with the capability to
communicate with aircraft and vehicles in the airport movement
area. Alternative forms of communication, such as visual signa's
transmitted by specialists, shall be provided in case normal air-
ground voice and data communications fail or are unavailable.
(NAS-SR-1000 3.2.11.F)

Possible alternative communications capabilities e.g., cell phone,
ATCT light gun procedures

Title 14, Code of Federal Regulations (CFR), Part 139 (14 CFR
Part 139] requirement to familiarize vehicles for operating on a
given airport.

CFR Part 139.329(b) airport operators are required to establish
and implement procedures for operation of ground vehiclesin the
safety area as well as the movement area.

CFR Part 139.205(b)(19) requires that these procedures be
included in the Airport Certification Manua (ACM).

NASATS
Vehicles
COMM-4

Message fails with agiven

vehicle

1. ATS message (or
part) does not make
it to vehicle

2. Vehicle operator's
message (or part)
does not make it to
the ATS

Controller issues anew clearance

Controller does not receive response to clearance; either
the vehicle operator did not receive the clearance; or the
vehicle operator received the clearance and response is
lost.

Thereis an ambiguity of whether the vehicle operator is
executing the current or new clearance. However; both the
current and new clearances are protected.

Thisresultsin slight increased controller workload in
resolving the situation (e.g., retransmitting the message)

This could cause an inconvenience to the vehicle
operators.

Airport design minimizes runway and taxiway crossing by
vehicles. (AC 150/5300-13 Airport Design)

AC 150/5340-18D Standards for Airport Sign Systems Part
139.311 CFR MARKING, SIGNSAND LIGHTING AC
150/5210-22 Airport Certification Manua (ACM): Paragraph
302(a) “Airport sign and marking plans must receive FAA
approval before they are implemented” Chapter 5. Section
139.311 “Include in the ACM alegible color diagram of the
airport sign and marking systems.”

Vehicles are only allowed to move (runways etc) when doesn’t
affect basic ATC.

Standard no com procedures: Lost Communications procedures
are prescribed. (Aeronautical Information Manual [AIM] 4-2-13)
and Standard pilot procedures two-way radio communication

None
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failure Federal Aviation Regulations [FAR] 91.185)

See and Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113)

Procedures for maintaining clearance limits [definitions of
clearance limit are FAA Pilot/Controller Glossary also the ICAO
definition, ATC Clearance limit procedures are prescribed
(7110.65, 4-6-1a Clearance Limit and FAR 91.185)]

Vehicles under visual surveillance or radar/multi-lateration
surveillance: FAA Order 7110.65, Air Traffic Control Handbook,
paragraph 3-1-3, "Use of Active Runways," states, "The local
controller has primary responsibility for operations conducted on
the active runway and must control the use of those runways."
Paragraph 3-1-12, "Visually Scanning Runways," states that,
"Local controllers shall visually scan runways to the maximum
extent possible.”

The NAS shall provide the specialist with an unobstructed view of
the airport movement area. (NAS-SR-1000 3.2.11.D).

Mobile-to mobile communications still available

FAA Order 7110.65, Air Traffic Control Handbook, paragraph 3-
1-3, Use of Active Runways, - The local controller has primary
responsibility for operations conducted on the active runway and
must control the use of those runways.

FAA Order 7110.65 Paragraph 3-1-12, Visually Scanning
Runways - Local controllers shall visually scan runwaysto the
maximum extent possible.

The NAS shall provide speciaists with the capability to
communicate with aircraft and vehiclesin the airport movement
area. Alternative forms of communication, such as visual signas
transmitted by specialists, shall be provided in case normal air-
ground voice and data communications fail or are unavailable.
(NAS-SR-1000 3.2.11.F)

Possible aternative communications capabilities e.g., cell phone,
ATCT light gun procedures

Title 14, Code of Federal Regulations (CFR), Part 139 (14 CFR
Part 139] requirement to familiarize vehicles for operating on a
given airport.

CFR Part 139.329(b) airport operators are required to establish
and implement procedures for operation of ground vehiclesin the
safety area as well as the movement area.

CFR Part 139.205(b)(19) requires that these procedures be
included in the Airport Certification Manua (ACM).

NASATS
Vehicles
COMM-5

Message fails with multiple
vehicles

1. ATS does not
make it to vehicles
2. Vehicle operators’
message (or part)
does not make it to

Controller issues new clearances to multiple vehicles

Controller does not receive response to the clearances;
either the vehicle operators did not receive the clearances;
or the vehicle operators received the clearance and

Airport design minimizes runway and taxiway crossing by
vehicles. (AC 150/5300-13 Airport Design)

AC 150/5340-18D Standards for Airport Sign Systems Part
139.311 CFR MARKING, SIGNSAND LIGHTING AC

None
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ATS. responses are lost 150/5210-22 Airport Certification Manual (ACM): Paragraph

Thereis an ambiguity of whether the vehicle operators are
executing the current or new clearances. However; both
the current and new clearances are protected.

Thisresultsin slight increased controller workload in
resolving the situation (e.g., retransmitting the message)

This could cause an inconvenience to the vehicle
operators.

302(a) “Airport sign and marking plans must receive FAA
approval before they are implemented” Chapter 5. Section
139.311 “Include in the ACM alegible color diagram of the
airport sign and marking systems.”

Vehicles are only allowed to move (runways etc) when doesn’t
affect basic ATC.

Standard no com procedures: Lost Communications procedures
are prescribed. (Aeronautical Information Manual [AIM] 4-2-13)
and Standard pilot procedures two-way radio communication
failure Federal Aviation Regulations [FAR] 91.185)

See and Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113)

Procedures for maintaining clearance limits [definitions of
clearance limit are FAA Pilot/Controller Glossary also the ICAO
definition, ATC Clearance limit procedures are prescribed
(7110.65, 4-6-1a Clearance Limit and FAR 91.185)]

Vehicles under visual surveillance or radar/multi-lateration
surveillance: FAA Order 7110.65, Air Traffic Control Handbook,
paragraph 3-1-3, "Use of Active Runways," states, "The local
controller has primary responsibility for operations conducted on
the active runway and must control the use of those runways."
Paragraph 3-1-12, "Visually Scanning Runways," states that,
"Local controllers shall visually scan runways to the maximum
extent possible.”

The NAS shall provide the specialist with an unobstructed view of
the airport movement area. (NAS-SR-1000 3.2.11.D).

FAA Order 7110.65, Air Traffic Control Handbook, paragraph 3-
1-3, Use of Active Runways, - Theloca controller has primary
responsibility for operations conducted on the active runway and
must control the use of those runways.

FAA Order 7110.65 Paragraph 3-1-12, Visually Scanning
Runways - Local controllers shall visually scan runways to the
maximum extent possible.

Mobile-to mobile communications still available

The NAS shall provide specialists with the capability to
communicate with aircraft and vehiclesin the airport movement
area. Alternative forms of communication, such as visual signas
transmitted by specialists, shall be provided in case normal air-
ground voice and data communicationsfail or are unavailable.
(NAS-SR-1000 3.2.11.F)

Possible alternative communications capabilities e.g., cell phone,
ATCT light gun procedures

Title 14, Code of Federal Regulations (CFR), Part 139 (14 CFR
Part 139] requirement to familiarize vehicles for operating on a
given airport.
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CFR Part 139.329(b) airport operators are required to establish
and implement procedures for operation of ground vehiclesin the
safety area as well as the movement area.
CFR Part 139.205(b)(19) requires that these procedures be
included in the Airport Certification Manual (ACM).
NASATS The vehicle operator acts on An unauthorized Vehicle operator accepts a clearance from a ground system Airport design minimizes runway and taxiway crossing by None
Vehicles messages affecting ground system sends that isnot his control authority vehicles. (AC 150/5300-13 Airport Design)
COMM-6 separation from a ground amessag affecting

system that is not its control
authority

separation

The controlling authority is unaware of the clearance; and
consequently the clearance is not protected

The non-controlling ground system unaware that is wrong
vehicle.

The loss of separation could result in large reductionsin
safety margins

Resolving the situation could also result in increased ATC
workload

Resolving the loss of separation could cause time critical
vehicle operator decisions

AC 150/5340-18D Standards for Airport Sign Systems Part
139.311 CFR MARKING, SIGNSAND LIGHTING AC
150/5210-22 Airport Certification Manua (ACM): Paragraph
302(a) “Airport sign and marking plans must receive FAA
approval before they are implemented” Chapter 5. Section
139.311 “Include in the ACM alegible color diagram of the
airport sign and marking systems.”

Vehicles are only allowed to move (runways etc) when doesn’t
affect basic ATC.

Unique frequencies for control
Call sign/runway id (not shortened call sign)

See and Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113)

Vehicle under visual surveillance or radar/multi-lateration
surveillance

Procedures for identification of the ATC facility giving the
clearances

Procedures for identification of vehicles requesting clearances
(Part 139CFR ground vehicle guidebook for training)

Controller procedures for giving vehicle ID in granting clearances
(FAA Order 7110.65 Section 7 Taxi and Ground Movement
Procedures 3-7-2 Taxi and Ground Movement Operations)

Vehicle also gives current position when asking for permission to
move

Controllers must establish position before moving vehicle (FAA
Order 7110.65 Section 1 General 3-1-7 Position Determination)

FAA Order 7110.65, Air Traffic Control Handbook, paragraph 3-
1-3, Use of Active Runways, - The loca controller has primary
responsibility for operations conducted on the active runway and
must control the use of those runways.

FAA Order 7110.65 Paragraph 3-1-12, Visually Scanning
Runways - Local controllers shall visually scan runways to the
maximum extent possible.

The NAS shall provide the specialist with an unobstructed view of
the airport movement area. (NAS-SR-1000 3.2.11.D).
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NASATS The vehicle operator accepts An unauthorized Vehicle operator accepts a message that does not affect Not required. None
Vehicles messages NOT affecting ground system sends separation from a ground system not in control of the
COMM-7 separation from a ground amessage NOT arcraft

system that is not its control
authority

affecting separation

Time may be spent responding to a message that that does
not apply.

This could cause an inconvenience to the vehicle
operators.

This does not result in aloss of separation.
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NAS- ATS A message affecting 1. Addressis Case 1: A clearanceistransmitted and reaches an Airport design minimizes runway and taxiway crossing by None
Vehicles separation is acted on by an corrupted unintended vehicle operator. The operator does not realize vehicles. (AC 150/5300-13 Airport Design)
COMM-8 unintended recipient 2. Mis-delivered that the clearance is not for her/him and accepts the
(undetected) 3. Step-on clearance. AC 150/5340-18D Standards for Airport Sign Systems Part
139.311 CFR MARKING, SIGNSAND LIGHTING AC
(When the unintended recipient is not under the control see 150/5210-22 Airport Certification Manual (ACM): Paragraph
NAS ATS-vehicles COMM-6.) 302(a) “Airport sign and marking plans must receive FAA
approval before they are implemented” Chapter 5. Section
Upon receipt of the WILCO to the clearance, the 139.311 “Include in the ACM alegible color diagram of the
controller: @) does not realize that the WILCO isfrom a airport sign and marking systems.”
different vehicle operator than the intended one or b) the
controller realizes that the WILCO is from an unintended Vehicles are only allowed to move (runways etc) when doesn’t
vehicle operator. affect basic ATC.
(The difference between case aand case b; isjust how Controller use of full call sign/runway 1D (not shortened) (FAA
soon the controller realizes that there is a situation that Order 7110.65P 3-7-1 Ground Traffic Movement Phraseology)
needs resolution.)
See and Avoid” procedures are prescribed. (Aeronautical
In either case, the movement area is not protected and Information Manual [AIM] 5-5-8 and Federal Aviation
could result in aloss of separation Regulations [FAR] 91.113)
Theloss of separation could result in large reductionsin Vehicle under visua surveillance or radar/multi-lateration
safety margins surveillance
Resolving the situation could aso result in increased ATC The NAS shall provide the specialist with an unobstructed view of
workload the airport movement area. (NAS-SR-1000 3.2.11.D).
Case 2: Theresponseto aclearance is sent and reaches an Controllers must establish position before moving vehicle (FAA
unintended ground system. Order 7110.65 Section 1 General 3-1-7 Position Determination)
The unintended ground system receives a message that is Procedures for identification of vehicles requesting clearances
unexpected; but is no more than a nuisance. (Part 139CFR ground vehicle guidebook for training)
The ground system that should have received the response Controller procedures for giving vehicle ID in granting clearances
message; does not receive any message; and the clearance (FAA Order 7110.65 Section 7 Taxi and Ground Movement
message expires. See NAS ATS-vehicles COMM-6. Procedures 3-7-2 Taxi and Ground Movement Operations)
FAA Order 7110.65, Air Traffic Control Handbook, paragraph 3-
1-3, Use of Active Runways, - The loca controller has primary
responsibility for operations conducted on the active runway and
must control the use of those runways.
FAA Order 7110.65 Paragraph 3-1-12, Visually Scanning
Runways - Local controllers shall visually scan runways to the
maximum extent possible.
CFR Part 139.329(b) airport operators are required to establish
and implement procedures for operation of ground vehiclesin the
safety area as well as the movement area.
CFR Part 139.205(b)(19) requires that these procedures be
included in the Airport Certification Manua (ACM).
NASATS A message NOT affecting 1. Addressis Unintended vehicle operator accepts a message that does Not required None
Vehicles separation is acted on by an corrupted not affect separation.
COMM-9 unintended recipient. 2. Mis-delivered
3. Step-on Time may be spent responding to a message that that does

not apply.

This could cause an inconvenience to the vehicle
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operators.
This does not result in aloss of separation.

NASATS A message affecting NA in current environment

Vehicles separation received too late

COMM-10 (or expired) (Exclusive to

data link)

NASATS A message NOT affecting NA in current environment

Vehicles separation received too late

COMM-11 or expired) (Exclusive to

datalink)
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NASATS A message affecting The communication Case l: Airport design minimizes runway and taxiway crossing by None
Vehicles separation corrupted system corrupts the A clearanceis sent and the contents are corrupted, but still vehicles. (AC 150/5300-13 Airport Design)
COMM-12 message credible.

The aircrew accepts the corrupted clearance.

This could result in aloss of separation (if the accepted
corrupted clearance converges with other aircraft/vehicles)

Theloss of separation could result in large reductionsin
safety margins

Resolving the situation could aso result in increased ATC
workload

Resolving the loss of separation could cause time critical
vehicle operator decisions and increased workload.

Case 2:
The response to clearance is sent and the contents are
corrupted, but still credible. (readback corrupted)

Once the clearance response has been received; either the
old clearance movement area or the new clearance
movement area becomes unprotected; but it is precisely the
opposite of what the vehicleis doing.

This could result in aloss of separation if the accepted
corrupted clearance converges with other aircraft/vehicles

The loss of separation could result in large reductionsin
safety margins

Resolving the situation could aso result in increased ATC
workload

Resolving the loss of separation could cause time critical
vehicle operator decisions and increased workload.

CASE 3

The address/call sign isthe part of the message that
becomes corrupted. See Hazard NASATS-V ehilces-
COMM-18.

AC 150/5340-18D Standards for Airport Sign Systems Part
139.311 CFR MARKING, SIGNSAND LIGHTING AC
150/5210-22 Airport Certification Manual (ACM): Paragraph
302(a) “Airport sign and marking plans must receive FAA
approval before they are implemented” Chapter 5. Section
139.311 “Include in the ACM alegible color diagram of the
airport sign and marking systems.”

Vehicles are only alowed to move (runways etc) when doesn't
affect basic ATC.

Call sign/runway id (not shortened call sign)

See and Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113)

Vehicle under visual surveillance or radar/multi-lateration
surveillance

The NAS shall provide the specialist with an unobstructed view of
the airport movement area. (NAS-SR-1000 3.2.11.D).

Procedures for identification of the ATC facility giving the
clearances

Procedures for identification of vehicles requesting clearances
(Part 139CFR ground vehicle guidebook for training)

Controller procedures for giving vehicle ID in granting clearances
(FAA Order 7110.65 Section 7 Taxi and Ground Movement
Procedures 3-7-2 Taxi and Ground Movement Operations)

Vehicle readback procedures (voice) (Part 139CFR ground
vehicle guidebook for training)

FAA Order 7110.65, Air Traffic Control Handbook, paragraph 3-
1-3, Use of Active Runways, - Theloca controller has primary
responsibility for operations conducted on the active runway and
must control the use of those runways.

FAA Order 7110.65 Paragraph 3-1-12, Visually Scanning
Runways - Local controllers shall visually scan runways to the
maximum extent possible.

CFR Part 139.329(b) airport operators are required to establish
and implement procedures for operation of ground vehiclesin the
safety area as well as the movement area.

CFR Part 139.205(b)(19) requires that these procedures be
included in the Airport Certification Manua (ACM).
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
NASATS A message NOT affecting The communication Case 1: A message not affecting separation is transmitted Not required None
Vehicles separation corrupted system corrupts the and the contents are corrupted, but still credible.
COMM-13 (undetected) message
At most this could result in aslight increasein ATC
workload due to retransmitting amessage. In genera this
would be well within the normal workload.
There may be aslight increase in vehicle operator's
workload in responding to a corrupted message. In general
this would be well within the normal workload.
Case2: A request is sent and the contents are corrupted,
but still credible.
The ground responds with a clearance meeting the
corrupted request message.
There may be adlight increase in vehicle operator's
workload if they send a second request. In general this
would be well within the normal workload.
NAS- ATS A message affecting NA in current environment
Vehicles separation sent/received out
COMM-14 of sequence (only datalink)
NAS- ATS A message NOT affecting NA in current environment
Vehicles separation sent/received out
COMM-15 of sequence (only datalink)
D.5 NASATS Intrafacility M essage Hazar ds

The section presents the 15 identified NAS communication hazards as they apply to messages exchanged within a NAS facility (i.e., intrafacility
messages). In the current NAS Communication System these hazards relate to failures with the intrafacility phone system. Table D-4 mapsto
the NAS communication function C.1.1.3.1.1, Transceive NAS ATS Intrafacility Message.

The system state leading to the worst credible effect (WCE) isthe same for all NAS intrafacility hazards due to the NAS Communication System:
HOST functional (automation working), and

Peak traffic conditions, and

Instrument Meteorological Conditions (IMC) (see and avoid may not be possible), and

Adverse weather conditions, and

Situation outside of normal conditions (i.e., automation cannot handle) and thus requiring controller-to-controller coordination.
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
NAS Intra NAS Intrafacility 1. Hardware failure Controller needs to coordinate with another controller Intrafacility communication requirements have been minimized None
COMM-1 Communication Capability 2. Software Failure within facility (transfer of aflight outside of what is due to automation of many functions
Totally Unavailable - automated)
(known) Controller/ assistant/ supervisor can walk over and talk to other
When attempting to call other controller; calling controller controller.
realizes phone system is not working
Possible slight increase in workload to effect required
communication; well within normal workload
NAS Intra NAS Intrafacility 1. Hardware failure Controller needs to coordinate with another controller Intrafacility communication requirements have been minimized None
COMM-2 Communication Capability 2. Software Failure within facility (transfer of aflight outside of what is due to automation of many functions
Partially Unavailable — 3. Insufficient automated)
(known) capacity Controller/ assistant/ supervisor can walk over and talk to other
When attempting to call other controller; calling controller controller
realizes cannot reach particular controller
Possible slight increase in workload to effect required
communication; well within normal workload
NAS Intra Covered in NAS Intra COMM-2 so N/A
COMM-3
NAS Intra NAS communication fails a hardware failure Controller needs to coordinate with another controller Intrafacility communication requirements have been minimized None
COMM-4 while communicating with b. software failure within facility (transfer of aflight outside of what is due to automation of many functions

another controller

1. message (or part)
does not make it to
other controller

2. response message
(or part) from other
controller does not
make it back to
initiator.

automated).

The answer gets cuts off (“yes, but...”), and both
controllers are unaware of failure

Results in misleading information; where flight could have
clearance from transferring controller that is different from
clearance agreed to by receiving controller.

This could result in aloss of separation (if the accepted
corrupted clearance converges with other aircraft
clearances)

The loss of separation could result in large reductionsin
safety margins

Resolving the situation could also result in significantly
increased ATC workload due to having to move severa
aircraft to re-establish or maintain separations

Resolving the loss of separation could cause time critical
aircrew decisions and excessively increased workload.

Controller/ assistant/ supervisor can walk over and talk to other
controller

Voice messages would not get a proper acknowledgement, when
truncated due to a failure (Procedure between interphone
intralinterfacility communication which utilize numeric position
identification, the caller must identify both position and facility
(FAA Order 7110.65P 2-4-12 Interphone Message Format) e. The
receiver states the response to the caller's message followed by the
receiver's operating initials. f. The caller states his or her

operating initias).

Current separation standards. ( FAA order 7110.65)

Procedures for maintaining clearance limits [definitions of
clearance limit are FAA Pilot/Controller Glossary also the ICAO
definition, ATC Clearance limit procedures are prescribed
(7110.65, 4-6-1a Clearance Limit and FAR 91.185)]

- ICAO PANS-RAC 4444: paragraph5.2.1.1 “No clearance shall
be given to execute any maneuver that would reduce the spacing
between two aircraft to less than the separation minimum

Aircraft under radar and/or visual surveillance (except ocean and
some ground environmentsin IMC). ( FAA Order 7110.65P
Effective Data August 4, 2005 Chapter 5 Radar and Visua p7-2-
1)

“See and Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113

TCASisavailable for Transport Category Aircraft. ( FAR 14CFR
Part 129.18)
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
NAS Intra NAS communication fails NA
COMM-5 while communicating with
more than one controller
NAS Intra NA
COMM-6
NAS Intra NA
COMM-7
NAS Intra A message affecting Mis-delivered When calling another sector controller; the calling sector Intrafacility communication requirements have been minimized None
COMM-8 separation is sent to controller reaches an unintended controller. (The due to automation of many functions
unintended recipient controller correctly inputs the number).
Controller/ assistant/ supervisor can walk over and talk to other
Once start talking would realize wrong control ler controller
NAS Intra A message NOT affecting Mis-delivered When calling another sector controller; the calling sector Intrafacility communication requirements have been minimized None
COMM-9 separation is sent to controller reaches an unintended controller. (The due to automation of many functions
unintended recipient controller correctly inputs the number).
Controller/ assistant/ supervisor can walk over and talk to other
Once start talking would realize wrong controller controller
NAS Intra NA in current environment. Messages arriving too late do not apply to voice.
COMM-10
NAS Intra NA in current environment. Messages arriving too late do not apply to voice.
COMM -11
NAS Intra A message affecting The communication Controller needs to coordinate with another controller Intrafacility communication requirements have been minimized None
COMM-12 separation corrupted system corrupts the within facility (transfer of aflight outside of what is due to automation of many functions
message automated).
Current separation standards. ( FAA order 7110.65)
The message is corrupted, but credible
Procedures for maintaining clearance limits [definitions of
Results in misleading information; where flight could have clearance limit are FAA Pilot/Controller Glossary also the ICAO
clearance from transferring controller that is different from definition, ATC Clearance limit procedures are prescribed
clearance agreed to by receiving controller. (7110.65, 4-6-1a Clearance Limit and FAR 91.185)]
- ICAO PANS-RAC 4444: paragraph5.2.1.1 “No clearance shall
This could result in aloss of separation (if the accepted be given to execute any maneuver that would reduce the spacing
corrupted clearance converges with other aircraft between two aircraft to less than the separation minimum
clearances)
Aircraft under radar and/or visual surveillance (except ocean and
The loss of separation could result in large reductionsin some ground environmentsin IMC). ( FAA Order 7110.65P
safety margins Effective Data August 4, 2005 Chapter 5 Radar and Visua p7-2-
1)
Resolving the situation could also result in significantly
increased ATC workload due to having to move several “See and Avoid” procedures are prescribed. (Aeronautical
aircraft to re-establish or maintain separations Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113
Resolving the |loss of separation could cause time critical
aircrew decisions and excessively increased workload. TCAS isavailable for Transport Category Aircraft. ( FAR 14CFR
Part 129.18)
NAS Intra A message NOT affecting The communication One controller provides information to another controller Intrafacility communication requirements have been minimized None
COMM -13 separation corrupted system corrupts the that does not affect separation due to automation of many functions
message
Due to the communication system the message is
corrupted, but credible.
At most there may be additional workload, due to aneed to
re-communicate message; but thisiswell within the
normal controller workload
No safety affect
NAS- NAS NA in current environment. Messages arriving out of sequence do not apply to voice.
Intra
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
COMM -14
NAS- NAS NA in current environment. Messages arriving out of sequence do not apply to voice.
Intra
COMM -15

F.5 NASATSInterfacility Message

This section presents the 15 identified NAS communication hazards as they apply to messages exchanged between NAS facilities (interfacility
messages). Table D-5 maps to the NAS communication function C.1.1.3.1.2, Transceive NAS ATS Interfacility Message.

The system state leading to the worst credible effect (WCE) isthe same for all NAS interfacility hazards due to the NAS Communication System:

HOST functional (automation working)

Peak traffic conditions, and

Instrument Meteorological Conditions (IMC) (see and avoid may not be possible), and
Adverse weather conditions, and
Situation outside of normal conditions (i.e., automation cannot handle) and thus requiring controller to controller coordination.

Table D-5: NAS Interfacility Hazards Due to the NAS Communication System

Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
NAS-Inter NAS Inter Facility 1. Hardware failure Controller needs to coordinate with a controller at another SR-1000: 3.6.2A 1: The NAS shall provide direct-access voice None
COMM-1 Communication Capability 2. Software Failure NAS facility (transfer of aflight outside of what is communications connectivity between specialistinon ATC

Totally Unavailable -
(known)

automated).

Controller knows ahead of time or realizes when trying to
contact another facility that there is complete loss of all
NAS voice and data communications to any other facility

Since air-ground communication is still available the
transferring ground facility would direct the aircrew to
contact the receiving facility directly for transfer
instructions.

Slight reduction in ATC capability

Slight increase in aircrew workload

facility and designated speciaist in another facility as shownin
Table3-1. The number of direct-access calls that are blocked
because of saturation of equipment shall not exceed 1 in 1000
calls.

Air-ground communication remains available

Redundancy to prevent interruption — centers can talk to multiple
facilities ( 2 or 3 facilities typical) and command center

Required communication between facilities has been minimized;
most transfers of control are done automatically

Diverse entry pointsinto facilities. (Communication Diversity
Order 6000.36A)

Procedure to switch to emergency operational AT procedures.
(FAA Order 7210.3 Facility Operation and Administration
Section 3 Letters of Agreement (LOA) 4-3-1 Letters of
Agreement; g. Establish responsibilities for: 2. Providing
emergency Services).
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Hazard #

Hazard Description

Causes

Risk/
RAC

Possible Effect

Existing Controls

Recommended
Safety
Requirements

Comments

Procedure to switch to FAA-owned communications systems —
FAATSAT transportable equip., RCL, portable air-ground radio.

Other facility can be reached be other means (Loca Contingency
Plan — FAA Order 7210.3 Facility 2-1-7 Air Traffic Service
(ATS) Continuity a Facilities shall develop and maintain current
operational plans and procedures to provide continuity of
required services during emergency conditions (e.g. power
failures, fire, flood ) b. Contingency plans).

Relay through aircraft

Cell phones

Public phone system (FAA Order 7210.3 Section 3, 3-3-1.
SERVICE "F' COMMUNICATIONS Facility AT managers shall
establish procedures to provide interim communicationsin the
event that local or long-line standard Service "F" fail. These shall
include the use of telephone conference circuits and the use of
airline or other facilities;3-3-2. TELEPHONE
COMMUNICATIONS)

Facilities periodically check available of communications with
other facilities and would be aware of loss of communications.

Procedures exist to transfer control to another facility in case of
failure. (e.g. primarily redundancy: ARTCC to ARTCC and
ARTCC to Command Center rely through third party) FAA Order
7210.3 Facility Operation and Administration; Section 3. Letters

of Agreement (LOA) 4-3-1. LETTERS OF AGREEMENT ;4-3-2.

APPROPRIATE SUBJECTS Examples of subjects of LOAs are:
a Between ARTCCs: 1. Radar handoff procedures.2. Interfacility
coordination procedures.3. Delegation of responsibility for IFR
control jurisdiction

Procedures exist to have aircraft initiate transfer with receiving
facility. (FAA Order 7110.65P 8-2-2 Transfer of Control and
Communications).

NAS Inter
COMM-2

NAS Inter Facility
Communication Capability
Partially Unavailable —
Ground (known)

1. Hardware failure
2. Software Failure
3. Insufficient
capacity

Controller needs to coordinate with a controller at another
NAS facility (transfer of aflight outside of what is
automated).

Controller knows ahead of time or realizes when trying to
contact another facility that thereisaloss of all NAS voice
and data communications to some other facility (including
the receiving one)

Since air-ground communication is still available the
transferring ground facility would direct the aircrew to
contact the receiving facility directly for transfer
instructions.

Slight reduction in ATC capability

Slight increase in aircrew workload

SR-1000: 3.6.2A 1: The NAS shall provide direct-access voice
communications connectivity between speciaistinon ATC
facility and designated speciaist in another facility as shownin
Table3-1. The number of direct-access calls that are blocked
because of saturation of equipment shall not exceed 1 in 1000
cals.

Air-ground communication remains available

Redundancy to prevent interruption — centers can talk to multiple
facilities ( 2 or 3 facilities typical) and command center

Required communication between facilities has been minimized;
most transfers of control are done automatically

Diverse entry pointsinto facilities. (Communication Diversity
Order 6000.36A)

Procedure to switch to emergency operational AT procedures.
(FAA Order 7210.3 Facility Operation and Administration
Section 3 Letters of Agreement (LOA) 4-3-1 Letters of
Agreement; g. Establish responsibilities for: 2. Providing
emergency services).

None
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Hazard #

Hazard Description

Causes

Risk/
RAC

Possible Effect

Existing Controls

Recommended
Safety
Requirements

Comments

Procedure to switch to FAA-owned communications systems —
FAATSAT transportable equip., RCL, portable air-ground radio.

Other facility can be reached be other means (Loca Contingency
Plan — FAA Order 7210.3 Facility 2-1-7 Air Traffic Service
(ATS) Continuity a Facilities shall develop and maintain current
operational plans and procedures to provide continuity of
required services during emergency conditions (e.g. power
failures, fire, flood ) b. Contingency plans).

Relay through aircraft

Cell phones

Public phone system (FAA Order 7210.3 Section 3, 3-3-1.
SERVICE "F* COMMUNICATIONS Facility AT managers shall
establish procedures to provide interim communicationsin the
event that local or long-line standard Service "F" fail. These shall
include the use of telephone conference circuits and the use of
airline or other facilities;3-3-2. TELEPHONE
COMMUNICATIONS)

Facilities periodically check available of communications with
other facilities and would be aware of loss of communications.

Procedures exist to transfer control to another facility in case of
failure. (e.g. primarily redundancy: ARTCC to ARTCC and
ARTCC to Command Center rely through third party) FAA Order
7210.3 Facility Operation and Administration; Section 3. Letters

of Agreement (LOA) 4-3-1. LETTERS OF AGREEMENT ;4-3-2.

APPROPRIATE SUBJECTS Examples of subjects of LOAs are:
a Between ARTCCs: 1. Radar handoff procedures.2. Interfacility
coordination procedures.3. Delegation of responsibility for IFR
control jurisdiction

Procedures exist to have aircraft initiate transfer with receiving
facility. (FAA Order 7110.65P 8-2-2 Transfer of Control and
Communications).

NAS Inter
COMM-3

Covered in NAS Inter COMM-2; N/A

NAS Inter
COMM-4

NAS interfacility
communication fails while
communicating with another
NASATS facility

a message (or part)
does not make it to
other NASATS
facility

b. response message
(or part) from other
NASATS facility
does not make it
back to initiator

Controller needs to coordinate with a controller at another
NAS facility (transfer of aflight outside of what is
automated).

Transfer of control isin progress between two facilities
and NAS communication fails resulting in the aircraft
having different transfer instructions that the receiving
ground facility.

Airspaceis not protected since not in accord with ground
information.

Results in misleading information; where flight could have
clearance from transferring controller that is different from
clearance agreed to by receiving controller.

This could result in aloss of separation (if the accepted
corrupted clearance converges with other aircraft
clearances)

The loss of separation could result in large reductionsin

SR-1000: 3.6.2A 1: The NAS shall provide direct-access voice
communications connectivity between specialistinon ATC
facility and designated specialist in another facility as shownin
Table 3-1. The number of direct-access calls that are blocked
because of saturation of equipment shall not exceed 1 in 1000
calls.

Air-ground communication remains available

Redundancy to prevent interruption — centers can talk to multiple
facilities ( 2 or 3 facilities typical) and command center

Required communication between facilities has been minimized;
most transfers of control are done automatically

Diverse entry pointsinto facilities. (Communication Diversity
Order 6000.36A)

Procedure to switch to emergency operational AT procedures.
(FAA Order 7210.3 Facility Operation and Administration
Section 3 Letters of Agreement (LOA) 4-3-1 Letters of

None
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Hazard #

Hazard Description

Causes

Risk/
RAC

Possible Effect

Existing Controls

Recommended
Safety
Requirements

Comments

safety margins

Resolving the situation could also result in significantly
increased ATC workload due to having to move severa
aircraft to re-establish or maintain separations

Resolving the loss of separation could cause time critical
aircrew decisions and excessively increased workload.

Agreement; g. Establish responsibilities for: 2. Providing
emergency services).

Procedure to switch to FAA-owned communications systems —
FAATSAT transportable equip., RCL, portable air-ground radio.

Other facility can be reached be other means (Local Contingency
Plan—FAA Order 7210.3 Facility 2-1-7 Air Traffic Service
(ATS) Continuity a. Facilities shall develop and maintain current
operational plans and procedures to provide continuity of
required services during emergency conditions (e.g. power
failures, fire, flood ) b. Contingency plans).

Relay through aircraft

Cell phones

Public phone system (FAA Order 7210.3 Section 3, 3-3-1.
SERVICE "F' COMMUNICATIONS Facility AT managers shall
establish procedures to provide interim communications in the
event that local or long-line standard Service "F" fail. These shall
include the use of telephone conference circuits and the use of
airline or other facilities;3-3-2. TELEPHONE
COMMUNICATIONS)

Facilities periodically check available of communications with
other facilities and would be aware of loss of communications.

Procedures exist to transfer control to another facility in case of
failure. (e.g. primarily redundancy: ARTCC to ARTCC and
ARTCC to Command Center rely through third party) FAA Order
7210.3 Facility Operation and Administration; Section 3. Letters

of Agreement (LOA) 4-3-1. LETTERS OF AGREEMENT ;4-3-2.

APPROPRIATE SUBJECTS Examples of subjects of LOAs are:
a Between ARTCCs: 1. Radar handoff procedures.2. Interfacility
coordination procedures.3. Delegation of responsibility for IFR
control jurisdiction

Procedures exist to have aircraft initiate transfer with receiving
facility. (FAA Order 7110.65P 8-2-2 Transfer of Control and
Communications).

NAS Inter
COMM -5

NA: would do any required coordination one at a time and would be covered in NAS Inter Comm-4.

NAS Inter
COMM-6

NA

NAS Inter
COMM-7

NA

NAS Inter
COMM-8

Aninterfacility affecting
separation is sent to
unintended recipient

Mis-delivered

Casel:

When calling another sector controller in another facility;
the calling sector controller reaches an unintended
controller (the wrong facility or the wrong controller with
the other facility). (The controller correctly inputs the
number).

Once start talking would realize wrong controller; no
effect.

Case2:
Flight plan information goes to wrong facility and does not
reach intended facility.

Interfacility communication requirements have been minimized
due to automation of many functions

Inter-facility data communications shall be provided with error
detection and correction capabilities (NASSRS 3.6.3.A.11).

FAA Order 7110.65: IFR operationsin any class of controlled
airspace, a pilot must receive an appropriate ATC clearance prior
to entering in the airspace.

None
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
Increased controller workload; but well within normal
duties.
NAS Inter An interfacility message Mis-delivered Case l: Interfacility communication requirements have been minimized None
COMM-9 NOT affecting separation is When calling another sector controller; the calling sector due to automation of many functions
sent to unintended recipient controller reaches an unintended controller (the wrong
facility or the wrong controller with the other facility). Inter-facility data communications shall be provided with error
(The controller correctly inputs the number). detection and correction capabilities (NASSRS 3.6.3.A.11) NAS
systems digital circuits basic requirement to provide in excess of
Once start talking would realize wrong controller; no 99.9% error free seconds
effect.
Case2:
Flow control information goes to wrong facility and does
not reach intended facility.
Increased controller workload; but well within normal
duties.
NAS Inter Aninterfacility affecting Late delivery by Flight plan information does not arrive in sufficient time. FAA Order 7110.65: IFR operationsin any class of controlled None
COMM-10 separation received too late communication airspace, a pilot must receive an appropriate ATC clearance prior
or expired (applies to data system Same effect as Case 2 for NAS Inter COMM-6 where the to entering in the airspace
link messages only) intended recipient did not receive the message.
NAS Inter Aninterfacility NOT Late delivery by Flow control information does not arrive in sufficient time. None required None
COMM-11 affecting separation received communication
too late or expired (applies system Same as Case 2 for NAS Inter COMM-7 where the
to datalink messages only) intended recipient did not receive the message.
NAS Inter An interfacility message The communication Controller needs to coordinate with a controller at another Interfacility communication requirements have been minimized None
COMM-12 affecting separation system corrupts the NAS facility (transfer of aflight outside of what is due to automation of many functions
corrupted message automated).
NAS-SR-1000 p3.6.2.A.3 Ground-Ground Interfacility
The message is corrupted, but credible Communications Connectivity 5) Clearly intelligible interfacility
voice communications shall be provided.
Results in misleading information; where flight could have
clearance from transferring controller that is different from FTI Attachment J.1, FAA Telecommunications Services
clearance agreed to by receiving controller. Description (FTSD):  Voice Quality Mean Opinion Score (MOS)
equal to or greater than 4.3.
This could result in aloss of separation (if the accepted
corrupted clearance converges with other aircraft Inter-facility data communications shall be provided with error
clearances) detection and correction capabilities (NASSRS 3.6.3.A.11).
The loss of separation could result in large reductionsin NAS systems digital circuits basic requirement to providein
safety margins excess of 99.9% error free seconds.
Resolving the situation could also result in significantly Interfacility Data (IDAT) parity and checksum to reliably detect
increased ATC workload due to having to move several corruption of the message.
aircraft to re-establish or maintain separations
Resolving the loss of separation could cause time critical
aircrew decisions and excessively increased workload.
NAS Inter An interfacility message The communication One controller provides information to a controller in Interfacility communication requirements have been minimized None
COMM-13 NOT affecting separation system corrupts the another facility that does not affect separation due to automation of many functions
corrupted message

Due to the communication system the message is
corrupted, but credible.

At most there may be additional workload, due to a need to
re-communicate message; but thisis well within the
normal controller workload

NAS-SR-1000 p3.6.2.A.3 Ground-Ground Interfacility
Communications Connectivity 5) Clearly intelligible interfacility
voice communications shall be provided

FTI Attachment J.1, FAA Telecommunications Services
Description (FTSD): Voice Quality Mean Opinion Score (MOS)
equal to or greater than 4.3
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
No safety affect
Inter-facility data communications shall be provided with error
detection and correction capabilities (NASSRS 3.6.3.A.11)
NAS systems digital circuits basic requirement to providein
excess of 99.9% error free seconds
NAS Inter An interfacility message The communication Two messages arrive out of order that affect separation; FAA Order 7110.65: IFR operationsin any class of controlled None
COMM-14 affecting separation arrives deliversasecond when the order matters. This could apply to flight plan airspace, a pilot must receive an appropriate ATC clearance prior
out of sequence (data message before the messages that have changed concerning a given flight. to entering in the airspace.
message only) first
NAS Inter An interfacility message The communication Two messages arrive out of order that do NOT affect None required. None
COMM-15 NOT affecting separation delivers asecond separation; when the order matters. This could apply to

arrives out of sequence (data
message only)

message before the
first

flow control messages that have changed

No safety affect
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F.6 NASATS-Other Government Agency Message Hazards

This section presents the 15 identified NAS communication hazards as they apply to messages exchanged between NAS ATS to Other
Government Agency Message. Table D-6 contains the hazard analysis worksheet for the following functions:

e (C.1.1.3.2.1 Transceive NAS ATS to Other Government Agency Message, and

e (C.1.1.3.2.2 Transceive Other Government Agency to NAS Message

The system state leading to the worst credible effect (WCE) isthe same for all NAS ATS to Other Government Agency hazards due to the NAS
Communication System:

e HOST functional (automation working)

e Peak traffic conditions, and

e Instrument Meteorological Conditions (IMC) (see and avoid may not be possible), and

e Adverse weather conditions
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
NAS-OGA NAS OGA Communication 1. Hardware failure NAS ATS unable to communicate with Airport Authority Air-ground communication remains available None
COMM-1 Capability Totally 2. Software Failure due to NAS communication failure

Unavailable - (known)

Airport Authority attempts to contact NAS ATC to advise
of hazardous runway conditions.

Whether or not the controller receives information from
the Airport authority; controller is also responsible to
assess runways conditions (looking out window;
information from previously landing aircraft)

In rare cases, controller may land aircraft, have incident.

ATC uses judgment whether or not to clear aircraft to land. (FAA
Order 7110.65P 3-1-5. VEHICLES/EQUIPMENT/ PERSONNEL
ON RUNWAYS)

The NAS shall provide the specialist with an unobstructed view of
the airport movement area. (NAS-SR-1000 3.2.11.D).

OGA can be reached be other means:
. Cell phones
. Public phone system

The NAS shall be capable of continuously broadcasting the latest
approved aerodrome and terminal area conditions on
communications media which can be accessed by aircraft in flight
and on the ground. (NAS-SR-1000 3.3.3.B).

Aeronautical information shall be continuously (24 hours a day)
accessible to specialists. (NAS-SR-1000 3.1.2.B)

Aeronautical information shall be continuously (24 hours a day)
accessible to users upon request with or without the aid of
specialists. (NAS-SR-1000 3.1.2.C).

Aeronautical information shall be obtainable along a specified
route, or in conjunction with specified locations or areas, or by
reporting location. (NAS-SR-1000 3.1.2.D).
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Hazard #

Hazard Description

Causes Risk/
RAC

Possible Effect

Existing Controls

Recommended
Safety
Requirements

Comments

NAS-OGA
COMM-2

NAS OGA Communication
Capability Partially
Unavailable -Ground
(known)

1. Hardware failure
2. Software Failure
3. Insufficient
capacity

NAS ATS unable to communicate with Airport Authority
due to NAS communication failure

Airport Authority attempts to contact NAS ATC to advise
of hazardous runway conditions.

Whether or not the controller receivesinformation from
the Airport authority; controller is aso responsible to
assess runways conditions (looking out window;
information from previously landing aircraft)

In rare cases, controller may land aircraft, have incident.

Air-ground communication remains available

ATC usesjudgment whether or not to clear aircraft to land. (FAA
Order 7110.65P 3-1-5. VEHICLES/EQUIPMENT/ PERSONNEL
ON RUNWAY'S)

The NAS shall provide the specialist with an unobstructed view of
the airport movement area. (NAS-SR-1000 3.2.11.D)

Coordination of Communication requirements through
Memorandum of Understanding (MOU) or local letter of
agreement

OGA can be reached be other means:
. Cell phones
. Public phone system

The NAS shall be capable of continuously broadcasting the |atest
approved aerodrome and terminal area conditions on
communications media which can be accessed by aircraft in flight
and on the ground. (NAS-SR-1000 3.3.3.B).

Aeronautical information shall be continuously (24 hours a day)
accessible to specialists. (NAS-SR-1000 3.1.2.B).

Aeronautical information shall be continuously (24 hours a day)
accessible to users upon request with or without the aid of
specidists. (NAS-SR-1000 3.1.2.C).

Aeronautical information shall be obtainable along a specified
route, or in conjunction with specified locations or areas, or by
reporting location. (NAS-SR-1000 3.1.2.D).

None

NAS-OGA
COMM-3

Covered in NAS OGA COMM 1 or 2, N/A
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
NAS-OGA NAS OGA communication 1. message (or part) While communicating with Airport Authority Air-ground communication remains available None
COMM-4 fails does not make it to communication fails concerning hazardous runway
recipient conditions such that controller is mis-informed as to which ATC usesjudgment whether or not to clear aircraft to land. (FAA
2. response message runway. Order 7110.65P 3-1-5. VEHICLES/EQUIPMENT/ PERSONNEL
(or part) does not ON RUNWAYS)
make it back to Whether or not the controller receives information from
initiator the Airport authority; controller is also responsible to The NAS shall provide the specialist with an unobstructed view of
assess runways conditions (looking out window; the airport movement area. (NAS-SR-10003.2.11.D).
information from previously landing aircraft)
Coordination of Communication requirements through MOU or
In rare cases, controller may land aircraft, have incident. local letter of agreement
OGA can be reached be other means:
. Cell phones
. Public phone system
The NAS shall be capable of continuously broadcasting the latest
approved aerodrome and terminal area conditions on
communications mediawhich can be accessed by aircraft in flight
and on the ground. (NAS-SR-1000 3.3.3.B).
Aeronautical information shall be continuously (24 hours a day)
accessible to speciaists. (NAS-SR-1000 3.1.2.B).
Aeronautical information shall be continuously (24 hours a day)
accessible to users upon request with or without the aid of
specialists. (NAS-SR-1000 3.1.2.C).
Aeronautical information shall be obtainable along a specified
route, or in conjunction with specified locations or areas, or by
reporting location. (NAS-SR-1000 3.1.2.D).
NAS-OGA NA: would do any required coordination one at a time and would be covered in NAS OGA Comm-4, N/A.
COMM-5
NAS-OGA NA
COMM-6
NAS-OGA NA
COMM-7
NAS-OGA A message affecting Mis-delivered When calling OGA; the calling sector controller reaches an Coordination of Communication requirements through MOU or None
COMM-8 separation is sent to unintended recipient. (The controller correctly inputs the local letter of agreement
unintended recipient number).
Once start talking would realize wrong number; so no
effect
NAS-OGA A message NOT affecting Mis-delivered When calling OGA; the calling sector controller reaches an Coordination of Communication requirements through MOU or None
COMM-9 separation is sent to unintended recipient. (The controller correctly inputs the local letter of agreement
unintended recipient number).
Once start talking would realize wrong number; so no
effect
NAS-OGA A message affecting No plausible scenarios affecting could be envisioned; so NC
COMM-10 separation received too late
or expired (appliesto data
link messages only)
NAS-OGA A message NOT affecting No plausible scenarios affecting could be envisioned; so NC
COMM-11 separation received too late

or expired (appliesto data
link messages only)
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
NAS-OGA A message affecting The communication While communicating with Airport Authority NAS Air-ground communication remains available None
COMM-12 separation corrupted system corrupts the communication corrupts message concerning hazardous
message runway conditions such that controller is mis-informed as ATC usesjudgment whether or not to clear aircraft to land. (FAA
to which runway. Order 7110.65P 3-1-5. VEHICLES/EQUIPMENT/ PERSONNEL
ON RUNWAYS)
Whether or not the information is corrupted; controller is
also responsible to assess runways conditions (looking out The NAS shall provide the specialist with an unobstructed view of
window; information from previously landing aircraft) the airport movement area. (NAS-SR-1000 3.2.11.D)
In rare cases, controller may land aircraft, have incident. OGA can be reached be other means:
. Cell phones
. Public phone system
The NAS shall be capable of continuously broadcasting the latest
approved aerodrome and terminal area conditions on
communications media which can be accessed by aircraft in flight
and on the ground. (NAS-SR-1000 3.3.3.B).
Aeronautical information shall be continuously (24 hours a day)
accessible to specialists. (NAS-SR-1000 3.1.2.B).
Aeronautical information shall be continuously (24 hours a day)
accessible to users upon request with or without the aid of
speciaists. (NAS-SR-1000 3.1.2.C).
Aeronautical information shall be obtainable along a specified
route, or in conjunction with specified locations or areas, or by
reporting location. (NAS-SR-1000 3.1.2.D).
NAS-OGA A message NOT affecting The communication One of the controllers misinterprets (due to NAS None required None
COMM-13 separation corrupted system corrupts the communication corruption of message)
message
No safety affect
NAS-OGA A message affecting No plausible scenarios affecting could be envisioned; so NC
COMM-14 separation arrives out of
sequence (data only)
NAS-OGA A message affecting NOT No plausible scenarios affecting could be envisioned; so NC
COMM-15 separation arrives out of
sequence (data only)
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NASATS-Foreign ATS Message

4/10/2006

This section presents the 15 identified NA'S communication hazards as they apply to messages exchanged between NAS ATS to Foreign ATS.
Table D-7 contains the hazard analysis worksheet for the following functions:
C.1.1.3.2.3 Transceive NAS ATSto Foreign ATS Message, and
C.1.1.3.2.4 Transceive Foreign ATSto NAS ATS Message

The system state leading to the worst credible effect (WCE) isthe same for all NAS ATS to Foreign ATS hazards due to the NAS Communication

System:
e HOST functional (automation working)
e Peak traffic conditions, and
e Instrument Meteorological Conditions (IMC) (see and avoid may not be possible), and
e Adverse weather conditions
Table D-7: NASATS-Foreign ATS Hazards Dueto the NAS Communication System
Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety

Requirements

NAS
Foreign
ATS
COMM-1

NAS OGA Communication
Capability Totally
Unavailable - (known)

1. Hardware failure
2. Software Failure

Controller needs to coordinate boundary crossing of
outgoing flight to foreign FIR

Controller knows ahead of time or realizes when trying to
contact Foreign ATC that there is complete loss of all NAS
voice and data communications to foreign FIR.

Since air-ground communication is still available the
transferring facility would direct the aircrew to contact the
receiving facility directly for transfer instructions.

Slight reduction in ATC capability

Slight increase in aircrew workload

Air-ground communication remains available

Real-time required communication between FIRs has been
minimized; most transfers can be done sufficiently in advance
(FAA Order 7110.65P Section 8-2-1 Coordination)

Coordination of Communication requirements through MOU or
local letter of agreement

Foreign ATC can be reached be other means:
. Relay through aircraft
. Cell phones
. Public phone system

Procedure exist to transfer control to another facility in case of
failure

Procedures exist to have aircraft initiate transfer with receiving
facility. (FAA Order 7110.65P 8-2-2 Transfer of Control and
Communications)

None
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
NAS NAS OGA Communication 1. Hardware failure Controller needs to coordinate boundary crossing of flight Air-ground communication remains available None
Foreign Capability Partially 2. Software Failure with foreign FIR
ATS Unavailable —Ground 3. Insufficient Real-time required communication between facilities has been
COMM-2 (known) capacity Controller knows ahead of time or realizes when trying to minimized; most transfers can be done sufficiently in advance
contact Foreign ATC that there is complete loss of all NAS
voice and data communications to foreign FIR. Coordination of Communication requirements through MOU or
local letter of agreement
Since air-ground communication is still available the
transferring facility would direct the aircrew to contact the Foreign ATC can be reached be other means:
receiving facility directly for transfer instructions. . Relay through aircraft
. L - . Cell phones
Slight reduction in ATC capability . Public phone system
Slight increasein aircrew workload Procedure exist to transfer control to another facility in case of
failure
Procedures exist to have aircraft initiate transfer with receiving
facility. (FAA Order 7110.65P 8-2-2 Transfer of Control and
Communications)
NAS Covered in NAS OGA COMM-1 or- 2 so N/A
Foreign
ATS
COMM -3
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
NAS NAS OGA communication 1. message (or part) Controller needs to coordinate boundary crossing of flight Air-ground communication remains available None
Foreign fails does not make it to with foreign FIR
ATS recipient Real-time required communication between facilities has been
COMM -4 2. response message Coordination isin progress and NAS communication fails minimized; most transfers can be done sufficiently in advance

(or part) does not
make it back to
initiator

resulting in the aircraft having different transfer
instructions that the receiving facility.

Airspace is not protected since not in accord with ground
information.

Results in misleading information; where flight could have
clearance from transferring controller that is different from
clearance agreed by receiving controller.

This could result in aloss of separation (if the accepted
clearance converges with other aircraft clearances)

The loss of separation could result in large reductionsin
safety margins

Resolving the situation could aso result in significantly
increased ATC workload due to having to move several
aircraft to re-establish or maintain separations

Resolving the loss of separation could cause time critical
aircrew decisions and excessively increased workload.

Thisisatwo-way exchange; usually getting cut-off etc. would be
detected by one or both parties and coordination would be
attempted again; it would be rare for the failure to go undetected.
(FAA Order 7110.65P 8-2-3 ATC Services Interfacility Data
Communications)

Procedures exist to transfer control to another facility in case of
failure. (e.g. primarily redundancy: ARTCC to ARTCC and
ARTCC to Command Center rely through third party) FAA Order
7210.3 Facility Operation and Administration; Section 3. Letters

of Agreement (LOA) 4-3-1. LETTERS OF AGREEMENT ;4-3-2.

APPROPRIATE SUBJECTS Examples of subjects of LOAs are:
a Between ARTCCs: 1. Radar handoff procedures.2. Interfacility
coordination procedures.3. Delegation of responsibility for IFR
control jurisdiction

Procedures exist to have aircraft initiate transfer with receiving
facility. (FAA Order 7110.65P 8-2-2 Transfer of Control and
Communications)

Receiving controller would have automation and visual aert to
detect:

- Aircraft positions

- Out-of-conformance

- Potential conflict

Other facility can be reached be other means (Loca Contingency
Plan — FAA Order 7210.3 Facility 2-1-7 Air Traffic Service
(ATS) Continuity a Facilities shall develop and maintain current
operational plans and procedures to provide continuity of
required services during emergency conditions (e.g. power
failures, fire, flood ) b. Contingency plans).

Relay through aircraft

Cell phones

Public phone system (FAA Order 7210.3 Section 3, 3-3-1.
SERVICE "F' COMMUNICATIONS Facility AT managers shall
establish procedures to provide interim communications in the
event that local or long-line standard Service "F" fail. These shall
include the use of telephone conference circuits and the use of
airline or other facilities;3-3-2. TELEPHONE
COMMUNICATIONS)

Current separation standards. ( FAA order 7110.65)

The pilot in command of an aircraft is directly responsible for,
and isthe final authority as to, the operation of that aircraft. (FAA
Order 7110.65 91.3(a))

“Seeand Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113

TCAS isavailable for Transport Category Aircraft. ( FAR 14CFR
Part 129.18)
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements

NAS NA: would do any required coordination one at a time and would be covered in NAS Foreign ATS Comm-4, N/A
Foreign
ATS
COMM-5
NAS NA
Foreign
ATS
COMM-6
NAS NA
Foreign
ATS
COMM-7
NAS A message affecting Mis-delivered Boundary crossing coordination: Boundary Coordination Times are agreed by Memorandum of None
Foreign separation is sent to Understanding between FIRs. (FAA Order 7110.65P 8-2-2)
ATS unintended recipient Voice: When calling Foreign ATS; the calling controller
COMM-8 reaches an unintended recipient or receives “wrong Receiving ground system has flight plan. (FAA Order 7110.65P

number” call from Foreign ATS. (The controller correctly 8-2-1a)

inputs the number).

Receiving ground system would initiate coordination/transfer.
Once start talking would realize wrong number; so no (FAA Order 7110.65P 8-2-2)
effect

Data: the unintended recipient of a message would discard
message and possibly inform the sender and situation
could be rectified.

When the sender is not notified of mis-delivery, then
recipient does not receive coordination message. However
receiving FIR hasflight plan and would initiate
coordination form his side.

Perhaps slight increase in workload but well within normal

duties.
NAS A message NOT affecting Mis-delivered Voice: When calling Foreign ATS,; the calling controller None
Foreign separation is sent to reaches an unintended recipient or receives “wrong
ATS unintended recipient number” call from Foreign ATS. (The controller correctly
COMM-9 inputs the number).

Once start talking would realize wrong number; so no
effect

Data: the unintended recipient of a message would discard
message and possibly inform the sender and situation
could be rectified.

When the sender is not notified of mis-delivery, then
recipient does not recelve message. Since the message
does not affect separation at most an inconvenience.

Perhaps slight increase in workload if sender realizes
message was not received and resends; but well within
normal duties.
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
NAS A message affecting Communication Receiving FIR has flight plan and would initiate Coordination of Communication requirements through MOU or None
Foreign separation received too late system delays coordination form his side when expected message did not local letter of agreement
ATS or expired (applies only to message arriveintime.
COMM -10 datalink) Boundary Coordination Times are agreed by Memorandum of
Perhaps slight increase in workload but well within normal Understanding between FIRs. (FAA Order 7110.65P 8-2-2)
duties.
Receiving ground system has flight plan. (FAA Order 7110.65P
8-2-14)
Receiving ground system would initiate coordination/transfer.
(FAA Order 7110.65P 8-2-2)
NAS A message NOT affecting Communication Nuisance at most. None required None
Foreign separation received too late system delays
ATS or expired (applies only to message
COMM-11 data link)
NAS A message affecting The communication Voice: One of the controllers misinterprets (due to NAS Air-ground communication remains available None
Foreign separation corrupted system corrupts the communication corruption of message) the other resulting
ATS (undetected) message in transferring of aflight with unexpected position Real-time required communication between facilities has been
COMM-12 (altitude; speed etc) minimized; most transfers can be done sufficiently in advance
Data: Communication system credibly corrupts message Thisis atwo-way exchange; usually getting cut-off etc. would be
such that resulting in transferring of aflight with detected by one or both parties and coordination would be
unexpected position (atitude; speed etc) attempted again; it would be rare for the failure to go undetected.
(FAA Order 7110.65P 8-2-3 ATC Services Interfacility Data
Airspaceis not protected since not in accord with ground Communications)
information.
Receiving controller would have automation and visual aert to
Results in misleading information; where flight could have | detect:
clearance from transferring controller that is different from - Aircraft positions
clearance agreed by receiving controller. - Out-of-conformance
- Potential conflict
This could result in aloss of separation (if the accepted
clearance converges with other aircraft clearances) Current separation standards. ( FAA order 7110.65)
The loss of separation could result in large reductionsin The pilot in command of an aircraft is directly responsible for,
safety margins and isthe final authority asto, the operation of that aircraft. (FAA
Order 7110.65 91.3(a))
Resolving the situation could also result in significantly
increased ATC workload due to having to move several “See and Avoid” procedures are prescribed. (Aeronautical
aircraft to re-establish or maintain separations Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113
Resolving the loss of separation could cause time critical
aircrew decisions and excessively increased workload. TCASisavailable for Transport Category Aircraft. ( FAR 14CFR
Part 129.18)
NAS A message NOT affecting The communication One controller provides information to acontroller in None required None
Foreign separation corrupted system corrupts the another FIR that does not affect separation
ATS (undetected) message
COMM-13 Due to the communication system the message is

corrupted, but credible.

At most there may be additional workload, due to aneed to
re-communicate message; but thisiswell within the
normal controller workload

No safety affect
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
NAS A message affecting The communication Two messages arrive out of order that affect separation; ICAO format boundary coordination messages are tagged and None
Foreign separation arrives out of deliversasecond when the order matters. This could apply to boundary time stamped.
ATS sequence ( only data message before the coordination message
COMM-14 message) first
Since message is time stamped and sequenced, controller
can detect out-of order.
At most an increase in workload.
NAS A message NOT affecting The communication Two messages arrive out of order that do NOT affect None required None
Foreign separation arrives out of deliversa second separation; when the order matters.
ATS sequence (only data message before the
COMM-15 message ) first No safety affect
D.7 NASATS—-Non-ATSor Non-OAG Message

This section presents the 15 identified NAS communication hazards as they apply to messages exchanged between NAS ATSto Non- ATS or
Non-OAG (e.g., AOC). Table D-8 contains the hazard analysis worksheet for the following functions:
C.1.1.3.25 Transceive NAS ATSto Non- ATS or Non-OAG Message, and

C.1.1.3.2.6 Transceive Non- ATS or Non-OAG to NAS ATS Message

The system state leading to the worst credible effect (WCE) is the same for all NAS ATSto Non- ATS or Non-OAG hazards due to the NAS

Communication System:
e HOST functional (automation working)
e Peak traffic conditions, and
e Instrument Meteorological Conditions (IMC) (see and avoid may not be possible), and
e Adverse weather conditions
Table D-8: NASATS—Non-ATSor Non-OAG Hazards Due to the NAS Communication System
Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety

Requirements

NAS non-
ATS/IOAG
COMM-1

NAS OGA Communication
Capability Totally
Unavailable - (known)

1. Hardware failure
2. Software Failure

ATC-AOC cannot communicate
Flight plans or flight plan amendments do not reach ATC

Aircrew would coordinate with ATC directly to receive
clearance.

Slight increase in aircrew workload

AOC-ATC messages cannot affect separation
Air-ground communication remains available
FAA Order 7110.65: IFR operationsin any class of controlled

airspace, a pilot must receive an appropriate ATC clearance prior
to entering in the airspace.

None
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
NAS non- NAS OGA Communication a Hardware failure ATC-AOC cannot communicate AOC-ATC messages cannot affect separation None
ATSIOAG Capability Partially b. Software Failure
COMM-2 Unavailable —Ground c. Insufficient Flight plans or flight plan amendments do not reach ATC Air-ground communication remains available
(known) capacity
Aircrew would coordinate with ATC directly to receive FAA Order 7110.65: IFR operationsin any class of controlled
clearance. airspace, a pilot must receive an appropriate ATC clearance prior
to entering in the airspace.
Slight increase in aircrew workload
NAS non- Covered in NAS non-ATS/OAG COMM -1 or -2; N/A
ATSIOAG
COMM-3
NAS non- NAS OGA communication 1. message (or part) ATC-AOC communication fails whilein use. AOC-ATC messages cannot affect separation None
ATS/IOAG fails does not make it to
COMM-4 recipient Flight plans or flight plan amendments reach ATC; very Air-ground communication remains available
2. response message slim chance flight plan still credibleif truncated.
(or part) does not FAA Order 7110.65: |IFR operationsin any class of controlled
make it back to Aircrew would coordinate with ATC directly to receive airspace, a pilot must receive an appropriate ATC clearance prior
initiator clearance. to entering in the airspace.
Slight increase in aircrew workload
NAS non- N/A
ATS/IOAG
COMM-5
NAS non- NA
ATS/IOAG
COMM-6
NAS non- NA
ATS/IOAG
COMM-7
NAS non- NA
ATS/IOAG
COMM-8
NAS non- A message NOT affecting Mis-delivered ATC-AOC communication is mis-delivered. AOC-ATC messages cannot affect separation None
ATS/IOAG separation is sent to
COMM-9 unintended recipient Receiving ATC would be non-applicable and would Air-ground communication remains available
probably discard flight plan
FAA Order 7110.65: IFR operationsin any class of controlled
ATC that should have received flight plan does not. airspace, a pilot must receive an appropriate ATC clearance prior
to entering in the airspace.
Aircrew would coordinate with ATC directly to receive
clearance.
Slight increase in aircrew workload
NAS non- NA
ATSIOAG
COMM-10
NAS non- A message NOT affecting Communication ATC-AOC communication is delayed. AOC-ATC messages cannot affect separation None
ATS/IOAG separation received too late system delays
COMM -11 or expired (applies only)to message ATC that does not received flight plan in time (equivalent Air-ground communication remains available
data link messages to not receiving at all.
FAA Order 7110.65: |IFR operationsin any class of controlled
Aircrew would coordinate with ATC directly to receive airspace, a pilot must receive an appropriate ATC clearance prior
clearance. to entering in the airspace.
Slight increase in aircrew workload
NAS non- NA
ATS/IOAG
COMM-12
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
NAS non- A message NOT affecting The communication ATC-AOC communication corrupts message. AOC-ATC messages cannot affect separation None
ATSIOAG separation corrupted system corrupts the
COMM -13 message Flight plans or flight plan amendments reach ATC; very Air-ground communication remains available

slim chance flight plan still credibleif corrupted.
FAA Order 7110.65: IFR operationsin any class of controlled
Aircrew would coordinate with ATC directly to receive airspace, a pilot must receive an appropriate ATC clearance prior
clearance. to entering in the airspace.

Slight increase in aircrew workload

NAS non- NA

ATSIOAG

COMM-14

NAS non- A message NOT affecting The communication ATC-AOC communication corrupts message. AOC-ATC messages cannot affect separation None

ATS/IOAG separation arrives out of deliversasecond

COMM -15 sequence (data message message before the Flight plans or flight plan amendments reach ATC out of Air-ground communication remains available

only) first order for agiven flight;
FAA Order 7110.65: IFR operationsin any class of controlled

Aircrew would coordinate with ATC directly to receive airspace, a pilot must receive an appropriate ATC clearance prior
clearance. to entering in the airspace.
Slight increase in aircrew workload

D.8 Aircraft to Aircraft M essage

This section presents the 15 identified NAS communication hazards as they apply to ATS only messages exchanged between aircraft. Table D-9
contains the hazard analysis worksheet for the following functions:

C.1.1.4.1.1 Transceive Airborne Aircraft to Airborne Aircraft ATS Message,

C.1.1.4.2.1 Transceive Airborne Aircraft to On-ground Aircraft ATS Message,

C.1.1.4.3.1 Transceive On-ground Aircraft to Airborne Aircraft ATS Message, and

C.1.1.4.4.1 Transceive On-ground Aircraft to On-ground Aircraft ATS Message.

The system state leading to the worst credible effect (WCE) isthe same for al Aircraft to aircraft hazards due to the NAS Communication System:
e Peak traffic conditions, and
e Instrument Meteorological Conditions (IMC) (see and avoid may not be possible), and
e Adverse weather conditions.

Note: This section considers second level failures; air-ground communication has already failed. When air-ground communication is available
there are no hazards associated the aircraft-aircraft communications, since for ATC messages it is only a back-up

Table D-9: Aircraft to Aircraft Message Hazar ds Due to the NAS Communication System
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
Aircraft- Aircraft-Aircraft 1. Hardware failure An aircraft cannot communicate with any other aircraft. Highly reliable systems.  (AC-25-11 viii, Loss of all None
Aircraft Communication Capability 2. Software Failure communication functions must be improbable; RTCA/DO-254
COMM-1 Totally Unavailable (known) 3. Insufficient When air-ground communication remains unaffected no Design Assurance Guidance for Airborne Electronic Hardware;
capacity hazard AC 25.1309-1A (Air Transport ) SYSTEM DESIGN AND

4. RF Interference

When air/ground communication is also lost, the aircraft
must revert to standard no-com procedures.

This could result in aloss of situational awareness.

This should not result in aloss of separation.

ANALYSIS; AC 23.1309-1C (General Aviation) EQUIPMENT,
SYSTEMS, AND INSTALLATIONS IN PART 23
AIRPLANES;FAA FAR 121 requirement of "two means of
communication for the intended operating environment")

Standard operating procedures/pilot training

Standard no com procedures: Lost Communications procedures
are prescribed. (Aeronautical Information Manual [AIM] 4-2-13)
and Standard pilot procedures two-way radio communication
failure Federal Aviation Regulations [FAR] 91.185)

- Alternate control procedure (i.e., light gun instructions from
towers)

- “Seeand Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113

Current separation standards. ( FAA order 7110.65)

The NAS shall provide air-ground communications capabilities on
acontinuous basis. (NAS-SR-1000 3.6.1.E)

The air-ground communication system shall comply with Critical
services performance requirements: Availability —0.99999; No
single point of failure of equipment, system, installation or facility
shall cause loss of service to the user/specidist; The goal for a
singleloss of critical service to auser/specialist shall not exceed
the duration of 6 seconds; The frequency of occurrence goal for
any loss of service shall not exceed one per week.

(NAS SR-1000 Section 3.8.1 Operational Readiness, Table
3.6.1).

The NAS shall provide specialists with the capability to
communicate with aircraft and vehiclesin the airport movement
area. Alternative forms of communication, such asvisual signals
transmitted by specialists, shall be provided in case normal air-
ground voice and data communications fail or are unavailable.
(NAS-SR-1000 3.2.11.F)

The pilot in command of an aircraft is directly responsible for,
and isthe final authority asto, the operation of that aircraft. (FAA
Order 7110.65 91.3(a))
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
Aircraft- Aircraft-Aircraft 1. Hardware failure An aircraft cannot communicate with severa aircraft. Highly reliable systems.  (AC-25-11 viii, Loss of all none
Aircraft Communication Capability 2. Software Failure communication functions must be improbable; RTCA/DO-254
COMM-2 Partially Unavailable 3. Insufficient When air-ground communication remains unaffected then Design Assurance Guidance for Airborne Electronic Hardware;
(known) capacity possible loss of situational awareness. AC 25.1309-1A (Air Transport ) SYSTEM DESIGN AND

4. RF Interference

The aircrew could seeif other aircraft can communicate
with the affected aircraft

When air/ground communication is aso lost, the aircrew
could still communicate with other aircraft.

This could result in some loss of situational awareness.

This should not result in aloss of separation.

ANALYSIS; AC 23.1309-1C (General Aviation) EQUIPMENT,
SYSTEMS, AND INSTALLATIONS IN PART 23
AIRPLANES;FAA FAR 121 requirement of "two means of
communication for the intended operating environment").

Standard operating procedures/pilot training

Standard no com procedures: Lost Communications procedures
are prescribed. (Aeronautical Information Manual [AIM] 4-2-13)
and Standard pilot procedures two-way radio communication
failure Federal Aviation Regulations [FAR] 91.185)

- Alternate control procedure (i.e., light gun instructions from
towers)

- “See and Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113

Current separation standards. ( FAA order 7110.65)

The NAS shall provide air-ground communications capabilities on
acontinuous basis. (NAS-SR-1000 3.6.1.E)

The air-ground communication system shall comply with Critical
services performance requirements: Availability —0.99999; No
single point of failure of equipment, system, installation or facility
shall cause loss of service to the user/specialist; The goal for a
singleloss of critical service to auser/specialist shall not exceed
the duration of 6 seconds; The frequency of occurrence goal for
any loss of service shall not exceed one per week.

(NAS SR-1000 Section 3.8.1 Operational Readiness, Table
3.6.1).

The NAS shall provide specialists with the capability to
communicate with aircraft and vehicles in the airport movement
area. Alternative forms of communication, such as visual signas
transmitted by specialists, shall be provided in case normal air-
ground voice and data communications fail or are unavailable.
(NAS-SR-1000 3.2.11.F)

The pilot in command of an aircraft is directly responsible for,
and isthefinal authority asto, the operation of that aircraft. (FAA
Order 7110.65 91.3(a))
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
Aircraft- Thereisatotal loss of 1. Hardware failure An aircraft cannot communicate with any other aircraft. Highly reliable systems.  (AC-25-11 viii, Loss of all
Aircraft communication between a 2. Software Failure communication functions must be improbable; RTCA/DO-254
COMM-3 single aircraft and all other 3. Insufficient When air-ground communication remains unaffected then Design Assurance Guidance for Airborne Electronic Hardware;
aircraft capacity possible loss of situational awareness. AC 25.1309-1A (Air Transport ) SYSTEM DESIGN AND

4. RF Interference

The ground system is unable to communicate with an
aircraft

Any other aircraft the ground system asks cannot
communicate with the given aircraft either (air-to-air relay)

The aircraft reverts to standard no-com procedures.
This could result in aloss of situational awareness.

This should not result in aloss of separation.

ANALYSIS; AC 23.1309-1C (General Aviation) EQUIPMENT,
SYSTEMS, AND INSTALLATIONSIN PART 23
AIRPLANES;FAA FAR 121 requirement of "two means of
communication for the intended operating environment")

Standard operating procedures/pilot training

Standard no com procedures: Lost Communications procedures
are prescribed. (Aeronautical Information Manual [AIM] 4-2-13)
and Standard pilot procedures two-way radio communication
failure Federal Aviation Regulations [FAR] 91.185)

- Alternate control procedure (i.e., light gun instructions from
towers)

- “Seeand Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113

Current separation standards. ( FAA order 7110.65)

The NAS shall provide air-ground communications capabilities on
acontinuous basis. (NAS-SR-1000 3.6.1.E)

The air-ground communication system shall comply with Critical
services performance requirements: Availability —0.99999; No
single point of failure of equipment, system, installation or facility
shall cause loss of service to the user/specialist; The goal for a
singleloss of critical service to auser/specialist shall not exceed
the duration of 6 seconds; The frequency of occurrence goal for
any loss of service shall not exceed one per week.

(NAS SR-1000 Section 3.8.1 Operational Readiness, Table
3.6.1).

The NAS shall provide speciaists with the capability to
communicate with aircraft and vehicles in the airport movement
area. Alternative forms of communication, such as visual signas
transmitted by specialists, shall be provided in case normal air-
ground voice and data communications fail or are unavailable.
(NAS-SR-1000 3.2.11.F)

The pilot in command of an aircraft is directly responsible for,
and isthefinal authority asto, the operation of that aircraft. (FAA
Order 7110.65 91.3(a))
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Hazard #

Hazard Description

Causes

Risk/
RAC

Possible Effect

Existing Controls

Recommended
Safety
Requirements

Comments

Aircraft-
Alircraft
COMM-4

Aircraft-aircraft
communication fails

1. message (or part)
does not make it to
recipient

2. response message
(or part) does not
make it back to
initiator

Communication fails between aircraft during

communication.

Thiswould only have a safety effect if one aircraft was

relaying a control instruction to another.

The failure would still have to result in credible

information.

The aircrew of the receiving aircraft would confirm with
the sending aircraft an the failure would be noticed

Highly reliable systems.  (AC-25-11 viii, Loss of all
communication functions must be improbable; RTCA/DO-254
Design Assurance Guidance for Airborne Electronic Hardware;
AC 25.1309-1A (Air Transport ) SYSTEM DESIGN AND
ANALYSIS; AC 23.1309-1C (General Aviation) EQUIPMENT,
SYSTEMS, AND INSTALLATIONS IN PART 23
AIRPLANES;FAA FAR 121 requirement of "two means of
communication for the intended operating environment")

Standard operating procedures/pilot training
Current separation standards. ( FAA order 7110.65)

The NAS shall provide air-ground communications capabilities on
acontinuous basis. (NAS-SR-1000 3.6.1.E)

The air-ground communication system shall comply with Critical
services performance requirements: Availability —0.99999; No
single point of failure of equipment, system, installation or facility
shall cause loss of service to the user/speciaist; The goal for a
singleloss of critical service to auser/specialist shall not exceed
the duration of 6 seconds; The frequency of occurrence goal for
any loss of service shall not exceed one per week.

(NAS SR-1000 Section 3.8.1 Operational Readiness, Table
36.1).

The NAS shall provide specialists with the capability to
communicate with aircraft and vehiclesin the airport movement
area. Alternative forms of communication, such as visual signas
transmitted by specialists, shall be provided in case normal air-
ground voice and data communications fail or are unavailable.
(NAS-SR-1000 3.2.11.F)

The pilot in command of an aircraft is directly responsible for,
and isthe final authority asto, the operation of that aircraft. (FAA
Order 7110.65 91.3(a))

Aircraft-
Aircraft
COMM-5

NA: would do any required coordination one at a time and would be covered in Aircraft-Aircraft COMM -4.

Aircraft-
Aircraft
COMM-6

NA

Aircraft-
Alircraft
COMM-7

NA
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
Aircraft- A message affecting 1. Aircraft address NC This hazard would only come into play if an aircraft was Standard no com procedures: Lost Communications procedures None
Aircraft separation is sent to corrupted relaying a clearance to another aircraft because the ground are prescribed. (Aeronautical Information Manual [AIM] 4-2-13)
COMM-8 unintended recipient 2. Mis-delivered system was unable to contact that aircraft. and Standard pilot procedures two-way radio communication
failure Federal Aviation Regulations [FAR] 91.185)
Then the message being relayed by the aircraft must be - Alternate control procedure (i.e., light gun instructions from
sent to another aircraft, different from the one the ground towers)
intended. This could occur if the aircraft addressis - “Seeand Avoid” procedures are prescribed. (Aeronautical
corrupted by the communication system during the NAS- Information Manual [AIM] 5-5-8 and Federal Aviation
aircraft communication. Regulations [FAR] 91.113
When the aircrew relaying the clearance contacts the Current separation standards. ( FAA order 7110.65)
(wrong) aircrew the mis-delivery would be detected.
Procedures for maintaining clearance limits [definitions of
In the most unlikely chance the mis-delivery was not clearance limit are FAA Pilot/Controller Glossary aso the ICAO
detected, then the relayed information has to be credible to definition, ATC Clearance limit procedures are prescribed
the aircraft receiving the relay. The clearance contains the (7110.65, 4-6-1a Clearance Limit and FAR 91.185)]
aircraft identification and this would not match the - ICAO PANS-RAC 4444: paragraph5.2.1.1 “No clearance shall
receiving aircraft. The contents of the clearance may not be given to execute any maneuver that would reduce the spacing
be applicable either. between two aircraft to less than the separation minimum
It would not be credible for this hazard to be undetected. Aircraft under radar and/or visual surveillance (except ocean and
some ground environmentsin IMC). ( FAA Order 7110.65P
Effective Data August 4, 2005 Chapter 5 Radar and Visual p7-2-
1)
ATC procedures to transfer communication functions (after
communication failure) to other positions/sectors/facilities are
prescribed. (FAA Order 7110.65, 10-4-4)
Possible aternative communications capabilities (e.g., cell phone,
public telephone, AOC, satellite phone when available. relay
- ATC can instruct some aircraft concerning those he can't get to
- neighboring sector controller or facility
- ATC able to transmit command clearances and receive pilot
feedback via equipment other than com radio (e.g., transponder,
navigation radio) (FAA Order 7110.65, 10-4-4, 3-2-1, FARs
91.215, 91.205)
- Communications capability on emergency frequency
TCAS isavailable for Transport Category Aircraft. (FAR 14CFR
Part 129.18)
Aircraft- Thereis currently no data link between aircraft, NA
Aircraft
COMM-10
Aircraft- Thereis currently no datalink between aircraft, NA
Aircraft
COMM-11
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Hazard # Hazard Description Causes Risk/ Possible Effect Existing Controls Recommended Comments
RAC Safety
Requirements
Aircraft- A message affecting The communication This hazard would only come into play if an aircraft was Clearly intelligible air-ground voice communications shall be None
Aircraft separation corrupted system corrupts the relaying a clearance to another aircraft because the ground provided. (NAS-SR-1000 3.6.1.A)
COMM -12 (undetected) message system was unable to contact that aircraft.
Procedures requiring Emphasis for Clarity (FAA Order 7110.65,
The contents are corrupted when the controller provides 2-4-15)
the information to the relaying aircraft.
Or Procedures requiring “ pil ot acknowledgement/read back” when
When the aircrew relays the clearance contacts the ATC issues clearances or instructions (FAA Order 7110.65, 2-4-
contents are corrupted. 3)
The relayed information has to be credible to the aircraft Controllers can also determine aircraft action through
receiving the relay. surveillance; IDENT, observing radar screen. (FAA Order
7110.65P Effective Data August 4, 2005 Chapter 5 Radar)
Other pilots could hear party line and call attention to
problem Alir-to-air communications available, so another aircrew may hear
an incorrect read-back and notify, and/or aircraft can announce
It would not be highly unlikely for this hazard to be intentions on party line
undetected.
Aircraft under radar and/or visual surveillance (except ocean and
some ground environments in IMC). ( FAA Order 7110.65P
Effective Data August 4, 2005 Chapter 5 Radar and Visual p7-2-
1)
The pilot in command of an aircraft is directly responsible for,
and isthe final authority as to, the operation of that aircraft. (FAA
Order 7110.65 91.3(a))
“See and Avoid” procedures are prescribed. (Aeronautical
Information Manual [AIM] 5-5-8 and Federal Aviation
Regulations [FAR] 91.113
TCASisavailable for Transport Category Aircraft. ( FAR 14CFR
Part 129.18)
NAS A message NOT affecting The communication No safety affect None
Foreign separation corrupted system corrupts the
ATS (undetected) message
COMM -13
Aircraft- Thereis currently no datalink between aircraft, NA
Aircraft
COMM-14
Aircraft- Thereis currently no data link between aircraft, NA
Aircraft
COMM-15
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E Appendix E: Security Categorization

This appendix provides the detailed security categorization of the existing NAS
Communication System.

Security categorization is an initial step towards determination of security requirements
for an information system. It involves determining the information types that the system
will handle, and then assessing for each information type the potential impact due to the
loss of the fundamental security services: confidentiality, integrity, and availability.

Security categorization aims to provide an initial indication of the importance of
information security to the system, bounds the severity of threats to the system, and
represents an opportunity for system owners and users to provide input concerning their
security concerns that does not require extensive security expertise.

Security categorization is defined in NIST FIPS 199 [14]. See[14] for further discussion.

Note: Security categorization is performed before threat assessment, and thus provides
an abstract assessment, independent of the threats and mitigations that exist.

The potential impact or severity of loss of confidentiality, integrity, and availability on
each information type is ranked as “none”, “low”, “medium”, “high — severe’, or “high —
catastrophic” using the severity definitions from Chapter 3.

The results of the security categorization of existing NAS Communication System are
provided in Table E-1 below. The information types identified correspond to the
functiona breakdown from Appendix A.

Note 1: Information types do not distinguish between voice and data, because a
particular exchange will have the same categorization regardless of whether it is realized
by voice or data. (However, the current emphasis on restriction of data to strategic
rather than tactical communications may be taken into account during subsequent steps
of the security analysis.)

Note 2: MMC communications are not explicitly categorized because the impact of an
attack on these communications would principally be felt in its indirect impact on other
communications rather than in its impact on MMC communications themselves.
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Cli111

Transceive ATSto Airborne
Aircraft Message

Table E-1: Security Cat

Clearances
Contact/Monitor
Instructions

Check Stuck
Microphone
Transfer Instructions
ATIS

SIGMETs
Hazardous Inflight
Weather Advisory (2-
6-2 FAA Order
7110.65P)

NAS Status
Advisories

ADS
Contract/Reports
Weake Turbulence (2-
1-19-20 FAA Order
7110.65P)

Traffic Advisories (2-
1-21 FAA Order
7110.65P)

Bird Activity (2-1-22
FAA Order
7110.65P)

PIREP (2-6-3 FAA
Order 7110.65P)
Arrival RVR/RVV
(2-8-2 FAA Order
7110.65P)

Low Level Wind
Shear/Microburst
Advisories (3-1-8
FAA Order
7110.65P)

Low

High — Severe
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High — Severe

Ccl1211

Transceive Airborne
Aircraft to ATS Message

Reguests
Clearance/Instruction
Responses
Emergency/Urgency
Declarations
Contact Messages
(providing
frequency)

Weather Reports
ATIS Requests
Reports

Position Reports
Intent Data

PIREP (2-6-3 FAA
Order 7110.65P)

Low

High — Severe

High — Severe
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Information Type
(incl corresponding
function I D)

Examples

Confidentiality

Integrity

Availability

Cl1121

Transceive ATSto On-
Ground Aircraft Message

Clearances
Contact/Monitor
Instructions

Check Stuck
Microphone
Transfer Instructions
ATIS

SIGMETs

NAS Status
Advisories

Taxi Instructions
RVR/RVV Departure
info (2-8-2 FAA
Order 7110.65P)
Low Level Wind
Shear/Microburst
Advisories (3-1-8
FAA Order
7110.65P)

Low

High — Severe

High — Severe

Cl1221

Transceive On-Ground
Aircraft to ATS Message

Requests
Clearance/Instruction
Responses
Emergency/Urgency
Declarations
Contact Messages
(providing
frequency)

ATIS Requests
Position Reports
Intent Data

Low

High — Severe

High — Severe

Cl1122
Transceive ATSto Vehicles
Message

Aircraft on Runway
Clearance
Instructions
Operational Request
(2-1-18 FAA Order
7110.65P)

Use of Active
Runway (FAA Order
7110.65P)

Ground Traffic
Movement (FAA
Order 7110.65P)
Taxi and Ground
Movement
Operations (FAA
Order 7110.65P)

Low

High — Severe

Medium

Cl1222
Transceive Vehicleto ATS
Message

Emergency vehicles
tower responding to
dert

Maintenance
personnel crossing
runway

Operational Request
(2-1-18 FAA Order
7110.65P)

Low

High — Severe

Medium

Cl1311

Transceive Internal NAS
ATS Intrafacility Message

Handoff or pointout
(cut corner of another
sector)

Flow Control
Instructions

Flight coordination
Runway Status (3-1-
12 FAA Order
7110.65P)

Low

Medium

High — Severe
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Information Type Examples Confidentiality Integrity Availability
(incl corresponding
function I D)
C11312 e Flow Control Low Medium High — Severe
Transceive Internal NAS Instructions
ATS Interfacility Message e Flight coordination
. Handoff (FAA Order
7110.65)
e  Operationa Request
(2-1-18 FAA Order
7110.65P)
. Flight Plan Message
C11321 e DoD High — Severe High — Severe High — Severe
Transceive NASATS to *  LawEnforcement
OGA Message e National Weather
Service:
° NASA
. RCC (Search and
Rescue)
. Homeland Security
. State Department
° Airport Authority
. Fire Department
C.1.1.322 e DoD High — Severe High — Severe High — Severe
Transceive OGA to NAS e Law Enforcement
ATS Message ° National Weather
Service:
° NASA
° RCC (Search and
Rescue)
° Homeland Security
° State Department
. Airport Authority
° Fire Department
C11323 e Flight Plan Low Medium Medium
Transceive NASATS to 'F’X‘Xrg%? 2213
Foreign ATS Message
9 7110.65P)
° Flight Coordination
Information
C.11324 e Flight Plan Low Medium Medium
Transceive Foreign ATSto Information
NASATS Message . Flight Coordination
Information
C.1.1.325 AOC Low Medium Medium
Transceive NASATS to *  FHlightplan
non-NAS or non-OGA information
Message . Flow control
information
. Emergency
Declarations
C.11326 AQC Low Medium Medium
Transceive Non-NAS or *  Emergency
non-OGA to NASATS EI?CL"’I‘V 2' ons
Message s Flight Plan
Information
. Flight Coordination
Information

° Schedule Information
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Information Type Examples Confidentiality Integrity Availability
(incl corresponding
function I D)
C.114.11 e  Postion Data(eg., Low Low Low
Transceive Airborne UNICQM)
Aircraft to Airborne Aircraft | ®  Party-line
Message e  Relay messages
° Intent information
e Advisory Messages
Cl1421 ATC could ask an Low Medium Medium
Transceive Airborne Airborne Aircraft to relay a
Aircraft to On-Ground message or request to an
Aircraft Message aircraft at the surface of a
Satellite Airport if out of
the RF LOS.
Cl1431 Surface Aircraft at Satellite Low Medium Medium
Transceive On-Ground airport sends a message to
Aircraft to Airborne Aircraft | berelayed viaairborne
Message aircraft to ATC.
C.114.22 No NAS ATS messages N/A N/A N/A
Transceive Airborne exchanged.
Aircraft to Vehicles
Message
C.11432 No NAS ATS messages N/A N/A N/A
Transceive Vehiclesto exchanged.
Airborne Aircraft Message
Cl1441 ﬁdvisr?ry gm&s (eg., Low Medium Low
Transceive On-Ground an arrcraft notices
Aircraft to On-Ground structural or other anomaly
) such as fluid from another
Alrrait Message aircraft during taxi, the
pilot could report his
observations to the surface
aircraft.)
C.1.1442 No NAS ATS messages N/A N/A N/A
Transceive On-Ground exchanged.
Aircraft to Vehicle Message
C.11443 No NAS ATS messages N/A N/A N/A
Transceive Vehicle to On- exchanged.
Ground Aircraft Message
C.l1444 No NAS ATS messages N/A N/A N/A
Transceive Vehicle to exchanged.
Vehicle Message

Two caveats apply to Table E-1.

First, the categories assigned are based on the known examples of messages for each
function. Should additional messages be identified updates to the assigned categories

may be required.

Second, security categorization focuses on the information types handled by the NAS
Communication System. It does not consider attacks on the system, which target other
connected systems. Attacks on other connected systems are often one of the magor
security concerns for NAS systems, and these concerns are likely to increase in the future
as the ATC communications system increasingly becomes part of alarger FAA network,
rather than the largely stand-alone network that it istoday. Consideration of such attacks

is deferred to the threat assessment provided in Appendix F.
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F Appendix F: Threat Analysis

This appendix documents the threat analysis of the existing NAS Communication
System.

Note: Due to the sensitivity of the information contained in this appendix, it will not be
widely distributed. Contact the Security Team Lead for the ATC Communications
Services Air-Ground Solution Development Group to request a copy of Appendix F.
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G Appendix G: Acronyms

AAC Aeronautical Administration Communication
ABDIS Automated Data Interchange System Service B
ACCT Accounting Records

ACM Airport Certification Manual

ADDA Administrative Data

ADSY Administrative Equipment Systems

ADVO Administrative Voice

AFS Aeronautical Fixed Services

AFTN Aeronautical Fixed Telecommunication Network
AlM Aeronautical Information Manual

AM(R)S Aeronautical Mobile (Route) Service

AMCS Aeronautical Mobile Communications Service
AMHS Automated Message Handling System

AMSC Satellite Telephone Network

ANICS Alaskan NAS Interfacility Communications System
ANS Automated Notification System

AOC Airline Operational Control

AOZ Free Flight

AR Air Traffic

ARA Research and Acquisitions

ARCTR FAA Aeronautical Center or Academy

ARSR Air Route Surveillance Radar

ARTCC Air Route Traffic Control Center

ARTS Automated Radar Terminal System

ATC Air Traffic Control

ATCSCC Air Traffic Control System Command Center
ATCT Air Traffic Control Tower

ATIS Automated Terminal Information Service
ATN Aeronautical Telecommunications Network
ATO Air Traffic Organization

ATO-E En-Route and Oceanic Services

ATO-W Technical Operations Services

ATS Air Traffic Services

AVS Regulation and Certification Service

BRITE Bright Radar Indicator Tower Equipment
BUEC Backup Emergency Communication

BWM Bandwidth Manager

C3 Command and Control Communications
CCCC Emergency Command & Control Communications System
CERAP Center Radar Approach Centers

CFR Code of Federal Regulations

CONUS Contiguous United States

COTS Commercial Off The Shelf

CPDLC Controller Pilot Data Link Communication
CST Communications Support Teams

DBRITE Digital Bright Radar Indicator Tower Equipment
DIP Drop and Insert Point

DMM Data Multiplexing Network

DMS Defense Messaging System

DoD Department of Defense
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DoS Denial-of-Service

DOT Department of Transportation

ECOM En Route Communications

EVCS Emergency V oice Communications System

FAA Federal Aviation Administration

FAATSAT FAA Telecommunications Satellite

FAR Federal Aviation Regulations

FCS-ISSA Future Communications System — Information Systems Security
Architecture

FIPS Federal Information Processing Standards

FIR Flight Information Regions

FISMA Federal Information Security Management Act

FTI Federal Telecommunications Infrastructure

FTS Federal Telecommunications Service

FTSD FAA Telecommunications Services Description

GSA General Services Administration

HF High Frequency

HF/SSB High Frequency/Single Side Band

ICAO International Civil Aviation Organization

IDAT Interfacility Data

IMC Instrument Meteorological Conditions

ISS Information System Security

LDRCL Low Density Radio Communications Link

LINCS Lease Interfacility NAS Communications System

LOS Line of Site

MDR Multimode Digital Radio

MEVA Mejoras a Enlace de Voz del ATS

MISC Miscellaneous & ACCT: Accounting

MMC M aintenance Monitoring and Control

MOU Memorandum of Understanding

MSN Message Switched Network

NADIN National Airspace Data | nterchange Network

NARACS National Radio Communications System

NAS National Airspace System

NASA National Aeronautics and Space Administration

NIMS NAS Infrastructure Management System

NIST National Institute of Standards and Technology

NOTAM Notice to Airmen

NWS National Weather Service

OGA Other Government Agency

OSHA Occupational Safety Hazards Administration

PANS-RAC Procedures for Air Navigation Services - Rules of the Air and Air Traffic
Service

PCM Pulse Code Modulation

PIREP Pilot Report

PP Protection Profiles

PSTN Public Switched Telecommunications Network

RAC Risk Analysis Code

RCAG Remote Communications Air/Ground

RCAG Remote Communication Air/Ground

RCC Rescue Coordination Center

RCCC Regional Communications Control Centers

RCL Radio Communications Link

RCOM/C3 NAS Recovery Communications. FAA Command and Control
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Communications

RF Radio Frequency

RML Radar Microwave Link

RVR Runway Visual Range

SAFEE Security of Aircraft in the Future European Environment
SCAP Security Certification and Authorization Package
SCS Secure Conferencing System

SIGMETs Significant Meteorological Information

SMS Safety Management System

SP Special Publication

SR System Requirements

SRM Safety Risk Management

SRS System Requirements Specification

SSMP System Safety Management Program

SSTF Safety and Security Task Force

STE Secure Telephone Equipment

SVF Interphone Service F (D)

TIMUX time division

TCAS Traffic Alert and Collision Avoidance System
TCOM Terminal Communications

TML Television Microwave Link

TRACON Terminal Radar Approach Control

U.S. United States

VHF Very High Frequency

VHF/FM Very High Frequency/Frequency Modulated
WAFC World Area Forecast Center

WAFS World Area Forecast System

WAN Wide Area Network

WCE Worst Credible Effect
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I Appendix I: SSTF Members, Organization, and Contact

I nfor mation

Abulhosn, Moin FAA AIR 202-385-4645 | moin.abuhosn@faa.gov

Anderson, Sandra | FAA ATO-W 202-493-4809 | Sandra.anderson@faa.gov
ATC Comm

Blake-Wilson, Basic Commerce | 416-214-5961 | shlakewilson@hbcisse.com

Simon and  Industries
(BCI)

Chisholm, FAA ATO-W 202-493-4402 | geoffrey.chisholm@faa.gov

Geoffrey ATC Comm

Cleary, Tom FAA ATO-W 202-267-8709 | thomas.cleary@faa.gov
ATC Comm

Closs, Joseph Chesapeake 703-440-5090 | jcloss@chesapeak.com
Consulting Inc.

Copfer, Dennis FAA ATO-E 202-267-9135 | dennis.copfer@faa.gov

Corneille, Guy FAA ATO-W 202.493-4817 | Guy.Corneille@faa.gov
ATC Comm

Eberlin, Harry UNITECH 202-267-3929 | Harry.ctr.eberlin@faa.gov

Eckstein, Bruce FAA ATO-W 202-493-4490 | bruce.eckstein@faa.gov
ATC Comm

Hamelink, Jane Open Network 202-439-7001 | jmhamelink@aol.com
Solutions (ONYS)

Helgeson, Robert | Human 202-347-9738 | Robert. CTR.Helgeson@faa.gov
Solutions, Inc.

Klein, Robert FAA ATO-W 202-493-4651 | robert.klein@faa.gov
ATC Comm

Kusnyer, Charles | Computer 202-314-1127 | charles.kusnyer@auatac.com
Technology
Associates
(CTA)

Lamiano, Dean The Mitre 703-983-5824 | dlamiano@mitre.org
Corporation

Lee, Craig Chesapeake 410-349-1036 | clee@chesapeak.com
Consulting Inc.

Liedman, Dave The Mitre dliedman@mitre.org
Corporation

Martin, Jay SAIC 202-479-4832 | b.Jay.martin@saic.com

Mesveskas, Kelly | FAA ATO-P 609-485-4174 | kelly.mesveskas@faa.gov
Systems
Engineering and
Safety

Morris Craig Thane Inc. 202-493-4498 | craig.ctr.morris@faa.gov

Nagi, Paul FAA ATO-W 202-493-5953 | Paul.Nagi @faa.gov
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ATC Comm

Ngo, Ngoc-tuyen

Native American
Consultant  Inc.
(NACI Inc.)

202-314-1137

ngoc-tuyen.ngo@auatac.com

Randall, Theron

Automation
Information
Management
Inc. (AIM Inc.)

202-267-1189

theron.randall @auatac.com

Robinson, David

FAA AIR

202-385-4650

david.w.robinson@faa.gov

Smith, Kathy

FAA ATO-E

202-385-8448

kathy.d.smith@faa.gov

Somensky, John

Computer
Technology
Associates
(CTA)

202-314-1360

john.somensky @auatac.com

Stella, Marie

FAA ATO-W
ATC Comm

202-267-9066

marie.stella@faa.qov

Travis, Paul

FAA ATO-W
ATC Comm

202-267-8630

paul .travis@faa.qgov

Zhao, Sharon

Northrop
Grumman

202.314.1349

Sharon.zhao@auatac.com
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